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Abstract

Commercial content moderation APIs are marketed as scalable solu-
tions to combat online hate speech. However, the reliance on these
APIs risks both silencing legitimate speech, called over-moderation,
and failing to protect online platforms from harmful speech, known
as under-moderation. To assess such risks, this paper introduces a
framework for auditing black-box NLP systems. Using the frame-
work, we systematically evaluate five widely used commercial con-
tent moderation APIs. Analyzing five million queries based on
four datasets, we find that APIs frequently rely on group identity
terms, such as “black”, to predict hate speech. While OpenAlI’s
and Amazon’s services perform slightly better, all providers under-
moderate implicit hate speech, which uses codified messages, espe-
cially against LGBTQIA+ individuals. Simultaneously, they over-
moderate counter-speech, reclaimed slurs and content related to
Black, LGBTQIA+, Jewish, and Muslim people. We recommend that
API providers offer better guidance on API implementation and
threshold setting and more transparency on their APIs’ limitations.
Warning: This paper contains offensive and hateful terms and con-
cepts. We have chosen to reproduce these terms for reasons of trans-
parency.
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1 Introduction

Content moderation has become a widely used tool in combating
online hate speech. While human moderators play an essential
role in hate speech removal, human-based moderation is expensive,
difficult to scale, and often exposes outsourced workers to distress-
ing content that affects their mental health [34]. To address these
challenges, companies such as Google, Microsoft, Amazon, Jigsaw,
and OpenAl offer commercial, automated content moderation ser-
vices. These API-based solutions are marketed as scalable, efficient
solutions to tackle the growing challenges faced by social media
platforms and other websites that deal with user-generated con-
tent [85]. For most major platforms, content moderation decisions
are — to a large extent - partially or fully automated [21]. However,
these decisions are potentially fallible. When harmful content is not
moderated (under-moderation; reflected in a high False Negative
Rate (FNR) of the content classifier), users are left unprotected from
hate speech [23]. Conversely, when legitimate content is moderated
(over-moderation; reflected in a high False Positive Rate (FPR)), this
limits users’ opportunities to express themselves and participate
in public discourse. Both issues become aggravated when they sys-
tematically affect selected social groups, particularly those defined
by protected characteristics such as gender, race, or religion.
While over- and under-moderation across different forms of hate
speech has been extensively researched for off-the-shelf NLP mod-
els, research on over- and under-moderation of commercial content
moderation APIs is limited. This is an important research gap since
on off-the-shelf — meaning locally accessible — NLP models such
as Sap et al. [90], Wiegand et al. [102] and Rottger et al. [87], have
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Figure 1: Our black-box audit framework to evaluate commercial content moderation APIs.

shown that these systems are prone to labeling content mentioning
target groups such as Women, Jews and Muslims as more toxic. They
also mistakenly flagged counter- and reappropriated speech as hate-
ful, and misclassified content merely mentioning target identities
as hate speech [23]. Additionally, Wiegand et al. [101] and ElSherief
et al. [27] find that language models under-moderate variations of
language. Specifically, they under-moderate implicit hate speech
that uses indirect language to belittle a person or group based on
protected attributes without using slurs or specific group identifiers.
In contrast to off-the-shelf NLP models, content moderation APIs
only grant so-called black-box access, which is limited to querying
the model without actual access to the underlying algorithm, its
architecture and weights (see Casper et al. [15]). In summary, as of
now, there has been a lack of systematic evaluation of commercial
content moderation services, leading to a concerning absence of
public scrutiny.

In this paper, we introduce a framework for auditing black-box
NLP systems. Using this framework, we evaluate five commercial
content moderation APIs, analyzing over five million queries across
four benchmark datasets and three experiments (see Figure 1). We
find that commercial APIs frequently rely on group identity terms,
such as “black”, to predict hate speech. While OpenAl Content
Moderation and Amazon Comprehend perform slightly better, all
providers under-moderate implicit hate speech, which uses codified
messages without identity terms, especially against LGBTQIA+ peo-
ple. Simultaneously, they over-moderate counter-speech, reclaimed
slurs and content related to LGBTQIA+, Black, Jewish and Muslim
people. Drawing on our findings, we recommend that API providers
offer better guidance on API implementation and threshold setting
and are more transparent about their APIs’ limitations.

In summary, we contribute: (1) The first comprehensive audit of
five widely used commercial content moderation algorithms, (2) a re-
producible and query-efficient audit framework of NLP models that
solely assumes black-box access, and (3) design and research recom-
mendations on how providers should change the implementation
and transparency of content moderation systems. More generally,
our work provides a contribution to an Al accountability ecosys-
tem that involves third-party auditors as an oversight mechanism
[8, 84], fostering greater user trust in Al systems [46].

2 Background and Related Work

2.1 Hate Speech, Target-Groups and Linguistic
Variations

Hate speech can have profound real-world effects, including the
suppression of marginalized voices, social exclusion, discrimination,
and violence against marginalized groups [58, 60]. At the same
time, hate speech is a complex and contested concept that varies
depending on the community and sender context, linguistic features,
and political institutions [3, 13, 106]. In this paper, we adopt a
broad conceptualization of hate speech similar to Marques [58].
We conceptualize hate speech as a discursive act of discrimination,
which operates on its targets in constitutive and causal ways to
effect the denial of equal opportunities and rights. Target identities,
therefore, play a key role in defining hate speech, as it typically
involves discriminatory acts against specific groups.

A related concept to hate speech is toxicity, a broader category
that includes rude, disrespectful, or unreasonable behavior. Toxicity
encompasses offensive or harmful language, even when it does not
specifically target individuals or groups based on characteristics
such as race, gender, or religion [6, 23]. For instance, Dixon et al.
[23] defines toxicity as “a rude, disrespectful, or unreasonable com-
ment that is likely to make you leave a discussion.” Barth et al. [6]
highlight the overlap between toxicity and hate speech, noting that
while toxicity encompasses hate speech, it includes a wider range
of offensive language that may not directly target a group based on
its characteristics.

Conceptualizing and ultimately detecting hate speech is com-
plicated by the fact that not all hate speech manifests in explicit
language, and not all expressions featuring explicit vocabulary qual-
ify as hate speech. For instance, Contrastive non-hate is language
that shares linguistic features with hateful expressions [87, 98].
Distinct hate expressions span sub-categories such as explicit hate
speech — offensive speech, threats, sexually abusive language, or
slurs — and various forms of implicit hate speech, which do not
fall under these categories yet still constitute a discursive act of
discrimination [101].

Implicit hate speech is speech that conveys harmful or discrimi-
natory intent without relying on overt slurs, profanity, or explicit
hateful language as laid out by Yin and Zubiaga [105]. Instead, im-
plicit hate speech often manifests through stereotypes, sarcasm,
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irony, humor, or metaphors, which pose significant challenges for
ML systems to detect [63, 90, 101]. Still, these subtle forms of hate
speech can be just as damaging as explicit hate speech [2, 12], yet
they frequently evade detection due to the absence of distinctive
keywords, slurs and potentially clear target group identity tokens.
For instance, a statement like “there is a direct correlation between
the amount of melanin in a person’s skin and how much they are
worth as a person,” found in the ToxiGen dataset [40], illustrates
how implicit hate speech can convey racism without directly refer-
encing racial identity or racial slurs.

Contrastive non-hate variations, such as re-appropriation and
counter-speech, further complicate the detection of hate speech,
as these nuances often blur the line between harmful speech and
expressions of empowerment or resistance [70]. Re-appropriation is
a sociocultural process where marginalized groups reclaim deroga-
tory language, using it as an expression of empowerment, often
among themselves [31]. What might be considered hate speech in
one context could serve re-appropriation or reclamation in another.
Counter-speech, on the other hand, refers to responses aimed at
challenging hate speech, often using similar linguistic features to
subvert or counter discriminatory narratives [70, 107].

2.2 Challenges and User Perceptions of Hate
Speech Moderation

Online platforms have responded to the proliferation of hate speech
by adopting extensive content moderation regimes [20] and assess-
ing potential hateful content against so-called community guide-
lines by human workers, i.e., content moderators, sometimes as-
sisted by ML-based systems. In some instances, content moderation
is even conducted by algorithms entirely autonomously [37]. Con-
tent moderation by humans is often outsourced to low-paid workers
employed by third-party providers or business process outsourcing
companies (BPOs), outside the Global North, who are exposed to
distressing content [1]. These workers face severe mental health
challenges while earning as little as 1.8 USD per hour [34, 61]. As a
result, automated content moderation was proposed as a scalable
and cost-effective alternative. These systems potentially enable
companies to remove harmful content more efficiently, but they
also introduce new challenges related to transparency, fairness, and
accountability [37].

Content moderation as a part of online speech governance is
a wicked problem characterized by difficult trade-offs and signif-
icant contestation [24]. The contentious and political nature of
concepts such as hate speech, toxicity, counter-speech, and reap-
propriation, combined with power asymmetries between political
institutions, platforms, moderators, and users, underscores the dif-
ficulty of achieving equitable moderation outcomes [95]. These
challenges apply equally to human and automated content modera-
tion systems, which have both been shown to exhibit biases. For
instance, Sap et al. [91] and Zhang et al. [108] have documented
systematic biases related to stereotyping among human moderators,
which can propagate to annotations and automated models [18, 91].
The work presented in this paper focuses specifically on addressing
biases and functionality errors in automated content moderation
systems.

Automated decision-making for content moderation can system-
atically err in two primary ways: first, in the systematic, algorithmic
classification of non-hateful content as hateful (over-moderation),
and second, in the systematic, algorithmic classification of hate-
ful content as non-hateful (under-moderation). Over- and under-
moderation are closely related to sender and target group dynamics.
Under-moderation occurs when harmful content directed at certain
groups is disproportionately allowed, leaving some users less pro-
tected than others online [23]. For example, the under-moderation
of hate speech targeting LGBTQIA+ individuals [22] can exacerbate
systemic discrimination, exclusion, and even violence against these
communities. This not only contributes to their marginalization
but also erodes user trust and can lead to affected users abandoning
a platform altogether. Classifiers that fail to adequately protect cer-
tain user groups, particularly those defined by gender, race, or other
protected characteristics, are considered biased [10], entrenching
forms of representational harm against these communities [5].

Conversely, over-moderation, such as the misclassification of
African-American English (AAE) [89], can silence voices and pre-
vent counter-speech, leading to reduced participation from user
groups using these speech characteristics [9]. When content moder-
ation systems disproportionately block content from specific social
groups, they not only diminish participation but also create dis-
tributive harms, where certain groups are unfairly censored. This
aligns with broader discussions of algorithmic fairness [7], where
the design of classifiers may disproportionately flag content from
certain groups, leading to the unjust removal of their expressions.
In this way, hate speech classifiers risk perpetuating inequalities
by privileging certain forms of speech over others.

The Human-Computer Interaction (HCI) community has high-
lighted consistency, transparency, and fairness as critical elements
for building user trust in content moderation systems [14, 93]. Con-
sistency in the application of moderation policies — across different
content types, users, and regions — has shown to increase trust
and improve discourse. However, public perception remains that
moderation practices are inconsistently implemented, leading to
user dissatisfaction [94]. This is particularly true for marginalized
communities, including women and racial, gender, and sexual mi-
norities, who often experience disproportionately more moderation
than others, exacerbating their sense of exclusion [41, 56]. The
lack of transparency in how moderation decisions are made fur-
ther alienates these users, making it harder for them to trust the
platforms where they engage.

Systematic over- and under-moderation can have long-term neg-
ative effects on user trust, especially for content creators from
marginalized groups. Over-moderation, such as the wrongful cen-
sorship of disability-related content, has been identified by Heung
et al. [41] as a form of ableism, leading to self-censorship and dis-
engagement from platforms. In contrast, under-moderation allows
harmful content to persist, contributing to a decreased sense of
safety and trust in both the platform and the broader online en-
vironment [94, 97]. Ambiguous moderation decisions, especially
from ML-based systems, worsen these issues, as users are more
likely to question the accountability and fairness of Al moderators
when content is inherently unclear as Ozanne et al. [77] demon-
strated. This perceived inconsistency can result in marginalized
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users leaving platforms altogether, as platforms fail to effectively
address their concerns [41].

2.3 ML-based Over- and Under-Moderation

Machine Learning (ML)-based hate speech classification systems
such as off-the-shelf! NLP models have been tied to over-and under-
moderation. First, ML hate speech models suffer from poor gen-
eralization, as data set creators oversampled certain users in the
training data. For instance, 70% of all sexist tweets and 90% of all
racist tweets in a hate speech dataset by Waseem and Hovy [100]
belonged to a single author [102]. Second, research revealed an
over-moderation of neutral statements mentioning target groups
such as “woman” [96], which was coined as systematic offensive
stereotyping (SOS) bias [25]. This is fueled by the historical discrim-
ination of groups susceptible to algorithmic disadvantage, which
often makes them the target of hate speech [102]. Algorithms inter-
nalize such spurious correlations as they occur in the training data.
Third, reappropriated language [90] and counter-speech [87] have
been linked to algorithmic discrimination of marginalized groups.
For instance, Sap et al. [90] find that surface markers of AAE are
more strongly correlated with hate speech than what the authors
call White-Aligned-English.

It is worth noting that prior research concerning biases in content
moderation algorithms heavily focused on women and people of
colour, but mostly disregarded the discrimination of other groups;
e.g., LGBTQIA+, people with Disabilities or Latinx [33, 74]. Similarly,
most research probed the performance of hate speech moderation
algorithms in English. Tests on non-English languages pose the
exception and include, for instance, Hindi in Ghosh et al. [35] or
Arabic in [48]. These studies often find that content moderation
algorithms perform worse in non-English languages.

2.4 Auditing and Mitigating Over- and
Under-Moderation

Recognizing these challenges, researchers have called for targeted
strategies to systematically evaluate and mitigate such over- an
under-moderations. For instance,Yin and Zubiaga [105] emphasize
the need for more rigorous evaluation of hate speech detection
models. They propose models should be (1) tested on datasets not
seen during training, (2) subject to detailed error analysis addressing
specific challenges, and (3) evaluated using methods that account
for diverse interpretations of hate speech.

In response, audits — systematic evaluations of model functional-
ities and problematic machine behavior [4] — have been conducted
on off-the-shelf systems. One prominent example of such an au-
dit of automated content moderation systems is HateCheck, de-
veloped by Roéttger et al. [87], which evaluates functionalities of
hate speech detection algorithms, including linguistic variations
such as counter-speech, negation, reappropriation, and systematic
offensive stereotyping bias. HateCheck findings align with prior
observations, revealing biases in off-the-shelf NLP models across
target groups, including women, people with disabilities, and im-
migrants, and functionality issues with linguistic variations such

'We refer to off-the-shelf models as pre-trained models that provide white-box access
to parameters, gradients, and weights. These models are often developed for research
purposes and can be accessed locally or via remote servers.

as counter speech, systematic offensive stereotyping bias, and re-
claimed slurs [87].

Furthermore, in response to findings about biases and functional
failures, several research papers attempted to mitigate such short-
comings. For instance, extensive research was conducted to mit-
igate biases against specific groups [19, 76, 78, 89]. Additionally,
research aimed to reduce racial bias in relation to AAE and specific
dialects [68, 103, 109], reduce systematic offensive stereotyping
bias [26], and mitigating false positives with regard to reclaimed
language [110].

In summary, off-the-shelf NLP hate speech detection systems
suffer from biases across marginalized target groups and are tied
to specific functionality failures. However, significant efforts were
made to reduce such biases and failures. We collect known off-the-
shelf NLP hate speech model functionality failures in Tables 14
and 15.

2.5 Auditing Commercial Content Moderation
Systems

With growing awareness of errors in off-the-shelf models and on-
going mitigation efforts, it is important to understand whether
these errors extend to commercial content moderation systems or
if common shortfalls have been effectively mitigated in commercial
applications.

Commercial content moderation systems include, for example,
Perspective AP, a content moderation tool developed by Jigsaw — a
tech incubator and subsidiary of Alphabet Inc. (Google) [45] - and
OpenAI’s Moderation API. Perspective API has been extensively
utilized in academic research on online toxicity [42]. Additionally,
Perspective API is often employed as a benchmark for toxicity in
model comparisons [62] and as a tool to identify toxic content on-
line, serving as a form of ground truth for evaluating platforms
and communities [85]. It is widely used to measure the toxic out-
comes and biases of LLMs [32], and it has been suggested that
Perspective API has become a cornerstone for academic research
on online abuse and incivility [75]. Meanwhile, OpenAI’s Modera-
tion API functions as the hate speech filter for ChatGPT and GPT
models [57].

Although research specifically addressing content moderation
APIs remains limited, both Perspective API and OpenAI’s Moder-
ation API have been evaluated in certain contexts. For instance,
Rottger et al. [87] assessed Perspective API alongside off-the-shelf
models. They found that Perspective API exhibited fewer func-
tional issues than off-the-shelf models but still faced significant
challenges with counter-speech, negations, and reclaimed slurs.
Their functionality tests further revealed that while Perspective
API occasionally over-moderated specific groups, it did not exhibit
systematic biases against particular target groups. However, these
tests did not cover implicit hate speech or dialects, relying instead
on a specific conceptualization of hate speech and focusing solely
on Perspective API as a commercial system.

Mihaljevi¢ and Steffen [62] examined the potential and limita-
tions of detecting antisemitic content with Perspective API Their
findings indicated that the API could identify antisemitism at a
very basic level. However, much like off-the-shelf NLP hate speech
detection systems, Perspective API struggled with understanding
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OpenAl Modera- Perspective API Azure Content Google Natural Amazon Compre-
tion Endpoint Moderator Language API hend
Developer OpenAl Jigsaw (Google) Microsoft Google Cloud AWS
Rate Limit 25 queries/s 1 query/s Free: 1 query/s, 10 queries/s 20 queries/s
Commercial: 10
queries/s
Cost per Unit Free Free $0.40 per 1000 calls ~ $0.0005 per 100 $0.0001 per 100
characters characters
Model Date 28.08.2023 X X 01.03.2023 X
Model Version  PaLM 2 X X X X
API Version v2 2017-11-27 v1.0 text-moderation- vlalphal
001
Model Type X X X X Multilingual BERT-

based models

Table 1: Overview of the five selected commercial content moderation APIs. X’ stands for not disclosed by developer. An

extended Table is presented in the Appendix A.1.

implicit antisemitism and often misclassified legitimate counter-
speech as hateful. Similarly, Dias Oliva et al. [22] demonstrated
that Perspective API systematically over-moderates LGBTQIA+
communities and counter-speech.

OpenAI’s Moderation API was evaluated by Mahomed et al.
[57], who investigated hate speech filtering in GPT-generated con-
tent. Their study generated 3,309 synopses for 100 popular U.S. TV
shows and probed GPT’s content moderation system. The findings
revealed that a substantial portion of synopses were flagged as
content violations, with specific genres statistically linked to higher
flagging rates —highlighting an instance of over-moderation.

Overall, while content moderation APIs have diverse applica-
tions, as we will discuss later, there remains limited research on
the biases and failures of these systems. Beyond the evaluations of
Perspective API and OpenAl’s hate speech filters, little attention
has been paid to the performance of other cloud-based content
moderation APIs. Existing investigations tend to focus on isolated
failures or disparities within specific use cases. We contribute to
an Al audit ecosystem and broader evaluation of commercial con-
tent moderation systems by conducting a systematic, comparative
evaluation of multiple content moderation APIs with respect to the
demands by Yin and Zubiaga [105].

3 Content Moderation APIs
3.1 Selection of APIs

There is no systematic research on the usage frequency of commer-
cial content moderation services. Based on their recurring presence
and the significant role they play in moderating content across var-
ious platforms, we focus on the following five APIs: Google Natural
Language API?, Amazon Comprehend®, Microsoft Azure Content
Moderator?, Perspective API°, and the OpenAlI Content Moderation
API®. An overview of these APIs are provided in Table 1. Among
them, the Perspective API and OpenAl Moderation API stand out
for their specific use cases and widespread adoption. Perspective

2See https://cloud.google.com/natural-language?hl=de

3See https://aws.amazon.com/comprehend/features/?nc1=h_ls

4See https://learn.microsoft.com/en-gb/azure/ai- services/content-moderator
5See https://perspectiveapi.com/

6See https://platform.openai.com/docs/guides/moderation

API, widely utilized in academic research on online toxicity [42], is
also employed by prominent organizations such as the New York
Times, Vox Media, and OpenWeb. In 2021, it processed 500 million
requests daily [45]. Similarly, OpenATI’s Moderation API, which
acts as the hate speech filter for ChatGPT and GPT models [57],
supports more than 200 million weekly users [86].

3.2 Integration and Application

Figure 2 shows the basic usage of these APIs for moderation of text
input. A comment, post, prompt, or any other text is sent to the
API In addition, users provide information on language, sentence
length, and location data, and specify a decision threshold. The
length of this text can vary. However, most APIs have a maximal
text length, and OpenAl specifies that for maximal performance,
a text chunk’s optimal length is 2,000 characters. Most of these
services have prices per 1,000 tokens; as of today, only Perspective
API and OpenAI Moderation are free to use. Free tiers of other APIs
come with severe rate limits.

After providing the text input, the API returns an array with
various confidence scores depending on the specific service. Where
most earlier published classifiers and datasets have cast the de-
tection problem of hate speech to be a binary classification prob-
lem [90], current work and all of the audited content moderation
APIs classify hate speech along distinct sub-categories. An overview
of the characteristics and transparency of APIs is provided in Ap-
pendix Tables 6 and A.2.

The designers and community organizers of end-user applica-
tions are responsible for determining how to handle the output, and
there are various ways to manage the output of a content modera-
tion API based on the application and integration of the API [85].
Score thresholds that define the occurrence of hate speech or one
of its sub-categories can vary, just as the action taken in response.
Possible sanctions do not only include deletion; instead, platforms
rely on a range of interventions such as implementing age barri-
ers, geo-blocking, or temporary holds, appending fact-checking
labels and trigger warnings, and not recommending the content to
anyone [36].

To illustrate, Rieder and Skop [85] describes for Perspective API
how potential moderation decisions can be processed from the
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Figure 2: The pipeline of content moderation APIs, exemplary illustration with a blog post.

APT’s output. First, the output can be sent to a content moderator
in the case of online moderation or a human in the loop (HINL)
that is guided in their decision by the output score. Second, a hy-
brid or cascade solution is one where only specific content that
is close to the threshold is given to a human. Other algorithms
provide guidance on which content needs human review, similar
to the active learning strategies in ML [54]. Third, blogs or deploy-
ers with limited resources could decide to just define a threshold
and moderate content with rules for sub-categories, which would
be equivalent to automatic deletion of the displayed comment in
Figure 2. Jigsaw, the company behind Perspective API, discourages
full automation, recognizing that ML models are prone to errors.
They further recommend human oversight to mitigate potential
mistakes and ensure that moderation actions remain contextually
appropriate [85].

4 Audit Framework

Third-party audits are critical for ensuring accountability and trans-
parency in ML systems [39, 83]. Unlike internal or contracted audits,
independent audits offer greater scrutiny as they operate without
company interference [8, 84]. However, third-party auditors com-
monly have limited access to the systems they evaluate [39]. This
is also true for the commercial content moderation systems under
study, where access to internal components like weights, gradients,
and training data are restricted. This limitation makes the auditing
process more challenging, as the analysis must rely on input-output
behavior without insight into the model’s inner workings [15, 43].
In face of these challenges, third-party audits are crucial for an Al
accountability ecosystem.

We propose a black-box audit for content moderation APIs, as
shown in Figure 1. The audit comprises a set of experiments with
whom we seek to answer three research questions:

(1) Comparative Performance: How do the selected APIs
perform in terms of hate speech detection, particularly
across different target groups and linguistic variations?

(2) Over- and Under-Moderation: Where do these APIs tend
to over-moderate or under-moderate specific target groups
and linguistic variations?

(3) Failures: Why do these APIs over- and under-moderate
in certain contexts, and what do these misclassifications

7Code: https://anonymous.4open.science/r/Content-Moderation- API-Pipeline-874B/

reveal about their general functionality and operational
design?

We apply this framework to evaluate the five mentioned com-
mercial content moderation APIs. Overall, we collect and analyze
over five million queries using four benchmark datasets.

We design three experiments addressing the research questions:
(1) comparative aggregate and target-group performance, (2) pertur-
bation sensitivity analysis (PSA) with counterfactual fairness scores,
and (3) Shapley Additive exPlanations (SHAP) explainability. In to-
tal, we explore over- and under-moderation of eight marginalized
groups, including (Asian, Black, Disability, Female, Jewish, Latinx,
LGBTQIA+, Muslim), which can be mapped across all datasets with
limited assumptions. We only use these eight to create maximum
comparability.

In Experiment 5.1, we assess each API's performance across
four benchmark datasets in aggregate and across the eight target
groups. By comparing performance on four datasets (ToxiGen, Civil
Comments, HateXplain, and SBIC; introduced below), we aim to
identify areas where APIs over- or under-moderate specific groups
and linguistic variations. This directly addresses RQ1 and RQ2 by
exploring how these moderation systems function across datasets
and target-groups.

In Experiment 5.2, we test the robustness of each API’s classifica-
tion decisions with Perturbation Sensitivity Analysis. By introduc-
ing minor changes to input text that should not affect classification,
we evaluate the over-and under-moderation of the target group by
the API in relation to the dominant groups. Biases in the output con-
fidence scores would not only indicate over- or under-moderation
but also provide insights into the shortcomings of these models.
Therefore, this experiment addresses RQ2 and RQ3 by examining
the failures in API functionality.

SHAP in Experiment 5.3 provides an explanation about the con-
tribution of tokens to the APIs confidence scores. We assess these
contributions together with a qualitative evaluation of model fail-
ures, which helps us understand the specific causes of over- and
under-moderation. By providing an interpretable visualisation of
how the models weigh different features, this experiment addresses
RQ3 by offering a deeper understanding of the APIs’ internal work-
ings.

We use four benchmark datasets, each offering specific linguistic
variations of hate speech:
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e Civil Comments — Comprised of longer, human-written
examples of hate speech, this dataset averages 48.3 words
per sequence and contains annotations from multiple hu-
man annotators [44].

o HateXplain — This dataset includes human-written hate
speech examples specifically labeled for target groups by
at last three annotators and accompanying hate speech
rationales [59].

e Social Bias Inference Corpus (SBIC) — Focusing on im-
plicit hate speech and stereotypes, SBIC offers another lens
for examining hate speech detection [90].

e ToxiGen — This dataset contains implicit and adversarial
hate speech, using synthetic data (genAl) to diversify hate
speech corpora [40].

The diversity in these datasets ensures that we capture both
explicit and implicit forms of hate speech, and the variety of target
groups and text types allows us to assess the potential limitations
of the content moderation APIs. Table 8 in the Appendix offers a
descriptive overview of the four datasets. All datasets are balanced
on hate and non-hate speech, both at the aggregate and the group-
level, to avoid distortion of performance metrics.

Conducting these experiments was resource-intensive due to the
high number of API calls, some limited to one query per second.
This amounted to 5 million queries, which had to be parallelized for
some APIs. For instance, SHAP analyses of the Perspective API and
Microsoft Content Moderator required two weeks of continuous re-
quests. Experiments 1 and 2 were conducted between March 3, 2024,
and April 15, 2024, and later repeated from June 15, 2024, to July
11, 2024, yielding consistent results. Experiment 3 was performed
from July 12, 2024, to August 18, 2024. We acknowledge that these
content moderation systems are dynamic, and their performance
may vary over time. However, our framework provides a reusable
methodology for re-assessing these APIs as they evolve.

5 Experiments

5.1 Experiment 1: Comparative Aggregate and
Target-Group Performance Evaluations on
Four Data Sets

5.1.1 Method. We evaluate all cloud-based content moderation
algorithms across multiple datasets using both threshold-variant
and threshold-invariant performance metrics established in the
ML field [11, 69]. A scale-variant metric changes depending on the
specific decision threshold set in a classification model, affecting
metrics like Precision, Recall, and F1 score. In contrast, a threshold-
agnostic metric evaluates model performance across all possible
thresholds, providing a more comprehensive measure, such as the
ROC AUC [25]. These metrics are assessed at the aggregate level
and for specific target groups. Specifically, we compute metrics
such as the F1 score, True Positive Rate (TPR), False Positive Rate
(FPR), and the threshold-invariant ROC AUC Score. A key part of
this evaluation is measuring these metrics not only in aggregate
but also at the group level, with the aim of identifying any perfor-
mance disparities that might affect certain groups. This analysis
is grounded in the principle of Equality of Odds, as theorized by

Hardt et al. [38] and implemented by Dixon et al. [23], which seeks
to ensure that models perform consistently across all groups.

At the group level, we use a pinned ROC AUC, a metric intro-
duced by Dixon et al. [23], to allow for more robust, scale-invariant
comparisons across sub-groups. This metric works by "pinning" the
data for each sub-group to the same baseline distribution, creating
a dataset with 50% of the data belonging to the sub-group and 50%
randomly drawn from the overall dataset. The authors acknowledge
certain limitations with this approach in later research. However,
it remains the most reliable scale-invariant metric for addressing
group-level performance variation [11].

As noted by Fortuna et al. [30], the definitions and sub-categories
of hate speech vary widely across datasets and services. These defi-
nitions do not always align with the sub-category titles, and some
services fail to provide clear definitions for their categories (see
Appendix Section A.2). To ensure fair and consistent comparisons,
we follow a three-step process: (1) gather all available category
values for each APL, (2) determine which values best align with
each dataset’s outcomes, and (3) select the maximum value for each
API to optimize comparison accuracy.

5.1.2 Results.

Aggregate-Level Performance. Table 2 presents the aggregated
performance results for selected benchmark datasets. The term
“aggregated” refers to a representative sample of the entire dataset,
rather than focusing on specific hate-targeted groups. Our find-
ings reveal significant performance variations across moderation
APIs and datasets. Overall, Amazon Comprehend and OpenAl Mod-
eration demonstrate the most consistent performance across the
datasets. OpenAI’s content moderation algorithm performs best on
ToxiGen and HateXplain, generalizing well across different datasets.
For Civil Comments and SBIC, Amazon Comprehend yields the
most accurate results, although Perspective API also performs com-
paratively well on Civil Comments. In contrast, Google Natural
Language API consistently exhibits the lowest performance, pri-
marily due to a relatively high FPR, suggesting an over-moderation
tendency.

We also observe notable cross-dataset performance variations.
Civil Comments and HateXplain exhibit similar performance ranges,
while ToxiGen and SBIC show somewhat lower results. In general,
FPR is elevated across all explicit hate speech datasets, whereas
the FNR is particularly high for implicit hate speech datasets. This
discrepancy is especially evident with the higher FNR observed
across moderation services on ToxiGen and SBIC. Interestingly, the
longer text sequences in Civil Comments appear to enhance the per-
formance of all APIs, whereas performance declines on HateXplain.
Additionally, AUC scores tend to be higher than accuracy (ACC)
scores, indicating that threshold settings may be contributing to
misclassification, an important finding that we will discuss later.

Group-Level Performance. Table 3 performance metrics at the
group level, highlighting noticeable disparities across moderation
services and marginalized groups. Group Female consistently re-
ceived the most accurate moderation across datasets, evidenced by
high Pinned ROC AUC values, followed by group Black. In contrast,
groups LGBTQIA+, Disability, and Jewish experience significantly
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Dataset Characteristics ‘ Moderation Service ~ ACC AUC F1 FPR FNR
- . Amazon 70.4% 79.2% 68.9% 7.2% 51.9%
Implicit / Synthetic:
Google 62.7% 65.0% 62.7% 39.1% 35.5%
ToxiGen [40] OpenAl 70.3%  87.2%  68.1%  5.6%  33.2%
7,800 samples ;
Microsoft 59.8% 67.0% 57.4% 16.4% 63.9%
Perspective 61.6% 82.9% 55.5% 1.2% 75.4%
.. Amazon 92.2% 97.4% 92.2% 7.5% 8.1%
Explicit / Long:
Google 69.9% 67.4% 67.2% 58.4% 1.8%
Civil Comments [11] OpenAl 78.6%  86.9%  78.6%  17.1%  25.6%
50,000 samples k
Microsoft 75.8% 81.7% 75.7% 20.4% 28.1%
Perspective 87.8% 97.2% 87.7% 3.3% 20.9%
A 70.2% 75.1% 69.9% 44.2% 20%
Explicit / Short Gmaztl)n
HateXplain [59] oogle 66.4% 52.2% 58.9% 76.8% 4%
OpenAl 78% 87.3% 77.2% 41.1% 8.86%
14,000 samples .
Microsoft 69% 66.5% 66.6% 61.2% 10.3%
Perspective 70.6% 70.2% 75.1% 423 % 20.6%
Amazon 80.1% 72.7% 80.6% 12.9% 251%
Implicit / Real: Google 64.4%  66.2%  634% 50.34%  22.39%
SBIC [90] OpenAl 67.4%  811%  65.9% 9% 53.4%
33,000 samples k
Microsoft 62.7% 68.1% 62.7% 32% 42%
Perspective 60.1% 73.9% 60% 21.8% 55%

Table 2: Performance metrics by moderation service and dataset. Blue shading signals the best performance, while red shading
indicates the worst performance. All datasets are balanced on toxic and non-toxic phrases.

less accurate moderation, with particularly poor performance ob-
served in specific datasets.

At the service level, Amazon Comprehend exhibits strong, consis-
tent performance across most marginalized groups, often achieving
the highest accuracy, followed by OpenAI Content Moderation.
Perspective API also ranks among the top services, particularly on
the Jewish and LGBTQIA+ groups. Microsoft Azure Content Moder-
ation, however, continues to underperform, aligning with its results
in table 2, and shows the weakest performance for several groups,
notably Black and Muslim. Meanwhile, Google Text Moderation
struggles considerably, with stark underperformance for groups
Disability and Jewish, especially in datasets like CivilComments
and ToxiGen.

In terms of FPR, the analysis reveals that content moderation
tends to over-moderate speech related to the Black and LGBTQIA+
communities. For example, on ToxiGen, Google Text Moderation
severely over-moderates content targeting the Jewish and Disability
groups, leading to a FPR as high as 99%. Put more tangibly, while the
data contains 200 toxic and 200 non-toxic examples for group Jewish,
Google Text Moderation predicts toxic speech in 385 instances.

On the flip side, FNRs underscore the challenge of detecting
implicit hate speech, particularly on ToxiGen and SBIC. However,
caution is warranted when interpreting results from ToxiGen, as it
is partially synthetically created, as discussed in Section 6.5. Never-
theless, this finding is consistent with SBIC and across most services,
the Disability group experiences significant under-moderation, with
hate speech frequently going undetected. Additionally, groups like
Asian and Latinx appear to be more prone to under-moderation,
especially when using Microsoft Azure Content Moderation.

In summary, Amazon Comprehend and Perspective API show
the most balanced performance across marginalized groups, while
Google Text Moderation and Microsoft Azure exhibit significant
inconsistencies, particularly for underrepresented and vulnerable
groups like Disability and Jewish.

5.2 Experiment 2: Perturbation Analysis with
Counterfactual Fairness

5.2.1 Method. Perturbation Sensitivity Analysis (PSA) offers an
additional, arguably more robust evaluation of group-level biases by
using counterfactual fairness evaluation [80]. With the target-group
performance evaluation, we derive conclusions about group-level bi-
ases from variations in False Negative and False Positive Rates. This
grounds on two assumptions. First, the validity of the ground truth
in the data. A moderation service would appear to over-moderate
or under-moderate if this over- or under-moderations is actually
encapsulated in our benchmark datasets that we use for evaluation.
Second, we assume that data on all groups comes from the same
underlying distributions. If one group were to contain many more
edge cases than other groups, this would aggravate False Positive
and FNRs, compromising our ability to infer biases.

PSA avoids such pitfalls by solely exchanging group-specific
identity tokens while holding the remainder of the sentence con-
stant [81]. Table 10 displays the fundamental logic. We follow prior
research in defining an anchor group against which other groups
are compared [81]. Using the dominant group as baseline, Counter-
factual Token Fairness scores are computed as the difference in hate
speech between the baseline and the corresponding marginalized

group.
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Asian Black Disabled Female Jewish Latinx LGBTQIA+ Muslim
CivilComments ‘
Amazon 92%  86% 96% 95% 91% 95% 85% 89%
Google 72% 66% 45% 61% 58% 73% 60% 57%
Microsoft 70% 58% 67% 73% 67% 64% 60% 63%
OpenAl 80% 73% 83% 79% 77% 87% 72 % 74%
Perspective API 91% 87% 95% 94% 93% 98 % 86% 89%
‘ HateXplain
Amazon 70% 80% — 86% 83% — 90% 88%
Google 82% 68% — 68% 31% — 83 % 42%
Microsoft 81% 72% — 76% 78% — 75 % 78%
OpenAl 84% 88% — 86% 93% — 95% 93%
Perspective API 76%  77% — 89% 90% — 89% 90%
ToxiGen

Amazon 80% 68% 80% 86% 77% 71% 69 % 75%
Google 75% 66% 41% 76% 49% 73% 57% 50%
Microsoft 65% 66% 68% 71% 64% 57% 49% 61%
OpenAl 86% 87% 93% 82% 86% 86% 86% 85%
Perspective API 85% 75% 82% 90% 81% 72% 73% 86%

Table 3: Pinned ROC AUC is presented per moderation service, dataset and marginalized group. ToxiGen includes 4,268
observations, HateXplain includes 1,748, Civil Comments consists of 19,228 observations, and SBIC is comprised of 5,806. For
Civil Comments, target groups and hate labels were coded by human annotators. For ToxiGen we constrain our analysis to
a subset of 10,000 observations, which were annotated by human reviewers. For both Civil Comments and ToxiGen, when
running aggregate-level tests, we only include phrases for which all annotators are assigned the same hate label.

PSA makes two assumptions: (1) counterfactual pairs should
convey the same or neutral meaning, avoiding any implicit biases
or derogatory connotations. While constructing toxic counterfac-
tuals is theoretically possible, it is methodologically demanding
and exceeds the scope of this project. Instead, we construct 34 neu-
tral counterfactual pairs. Importantly, each marginalized group is
represented by multiple tokens, reflecting its different semantic
representations. For instance, the marginalized group female also
manifests as woman and women. Furthermore, (2) there should be
no unique interactions between a particular marginalized token
and the context of the sentence that would skew the analysis. This
is challenging in real-world applications, as certain combinations
might evoke stereotypes or specific cultural connotations. Thus,
the project uses data consisting largely of short and explicit state-
ments. Furthermore, CTF scores are calculated separately for toxic
and non-toxic statements, with the latter generally supporting the
assumption of counterfactual symmetry more consistently.

PSA experiments are conducted using two distinct datasets. First,
the synthetic Identity Phrase Templates from Dixon et al. [23] are
used. The set contains 77,000 synthetic examples of which 50% are
toxic. These avoid stereotypes and complex sentence structures by
design, which ensures that the symmetric counterfactual assump-
tion is met. Mapping the dataset, which contains a broader set of
identities, to the 34 tokens for marginalized identities which fit to
the eight relevant marginalized groups that we use in study results
in 25,738 sentence pairs (see Table 11). Second, by applying the
same logic, 9,190 sentence pairs are derived from the HateXplain

dataset. Specifically, we identified occurrences of these 34 tokens
for marginalized identities in HateXplain sentences and replaced
them with counterfactual dominant tokens. Statistics about these
sentences — synthetic and non-synthetic — are presented in Table 9.

5.2.2  Results. Figure 3 displays PSA results on the synthetic and
non-synthetic datasets, created from the Dixon et al. [23] Sentence
Templates and HateXplain respectively. A negative CTF score in-
dicates that, on average, tokens for marginalized identities are
associated with higher hate speech scores than their counterfac-
tual dominant tokens. Upon general inspection, two observations
arise. First, differences in confidence scores by and large are more
pronounced on non-hate speech than hate speech data. Intuitively
this makes sense, as scores are generated non-linearly with a defi-
nite upper bound. Thus, when other elements in a sentence induce
high confidence score, the marginal effect from identity tokens
is comparably lower. Second, we notice greater variation in the
mean Counterfactual Token Fairness scores in non-synthetic than
in synthetic data. This was to be expected, as the sentences from
HateXplain contain more contextual information which interacts
with the tokens. Depending on the context, the difference in hate
speech scores between majority and marginalized token thus varies
to a greater extent. By contrast, within non-synthetic examples,
the greater variation of CTF mean scores associated with non-
toxic data is likely an artifact of the former’s smaller sample size.
This observation in itself is revealing: When analyzing HateXplain,
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Figure 3: Perturbation Sensitivity Analysis on synthetic data from the Identity Phrase Templates in Dixon et al. [23] and
non-synthetic data from HateXplain. Counterfactual Token Fairness (CTF) scores are computed as the difference in toxicity
between the phrase containing the baseline dominant token and its marginalized perturbation. Counterfactual Token Fairness
scores per marginalized group and service are averaged and reported for non-toxic . Besides a point estimate, the figure also
includes a 95% confidence interval assuming a student-t distribution.

we found that 85% of the sentences containing neutral tokens for
marginalized identities from our PSA were labeled as hate speech.

Overall, the results suggest that most minorities get associated
with higher levels of hate speech scores than dominant majorities,
although these effects appear relatively small for some groups, and
vary in general across groups and services. Group LGBTQIA+ is
associated with the strongest negative bias, occurring for all sam-
ples and services. By contrast, we observe limited negative bias
against groups Latinx and Asian. In fact, in most samples and ser-
vices, tokens for marginalized identities related to group Latinx
incur, on average, lower toxicity scores than their White counterfac-
tual. Similarly, groups Female and Black are linked to comparably
small negative biases. Unfortunately, our results allow for no robust
inference for group Disability. While group Disability is entirely
absent from the synthetic data, as no examples are included in the
Dixon et al. [23] Sentence Templates, the non-synthetic data only
contains very few instances, resulting in large variation for mean
CTF scores.

Other patterns emerge that are more confined to particular ser-
vices. For instance, Amazon Comprehend is associated with the
overall strongest negative bias, linked to groups Muslim and Jewish.
Notably, when applied to hate speech data, this effect vanishes.
Interestingly, for Google we are presented with findings that are
somewhat difficult to reconcile with the previous section’s result.
More specifically, we would have expected a large negative bias
placed by Google Text Moderation onto group Muslim, which does
not seem to be the case. Potentially, the extreme FPRs were not
driven by Muslim identity terms themselves, but rather by other
words co-occurring such as Islam or paraphrases of identity-related
terms. However, we find that Google Text Moderation as higher
variance also for the synthetic data set. Further research is required
to explain the disparity observed. Lastly, it is worth noting that

OpenAl Content Moderation seems the least biased, across groups
and datasets.

5.3 Experiment 3: SHAP Explainability and
Qualitative Evaluation

5.3.1 Method. To understand where APIs fail to classify hate speech
and to get insights into the causes of these failures, we extend our
analysis with SHAP [53]. The method is based on so-called Shapley
values, which are derived from cooperative game theory and give
insight into the feature-contribution to the output [88] and make
the inner mechanisms of the model understandable to humans [72].
We selected SHAP since it has the advantage of having an off-the-
shelf available NLP text evaluation [66], being one of the black-box
access methods that can be used without access to weights or gra-
dients [55], is theoretically grounded and, in contrary to LIME, is
not susceptible to instability due to the non-random selection of
perturbations [55, 66]. Furthermore, SHAP can be used for local
and global explanations and is also model-agnostic [66]. However,
the disadvantage of SHAP — especially in the NLP case - is that the
calculation is NP-hard [52] and, thus, computationally expensive.
We, therefore, had to use two datasets, namely, HateXplain and
ToxiGen, to understand where the APIs over- and under-moderate
and the reason for not analyzing the whole data set but the false
positives and negatives. This alone led to more than one million
queries for all APIs and, thus, a lot of computational resources. We,
however, tried to minimize these resources by parallelizing queries
of queries dependent on rate limits per minute of each API. We
represent features x as word tokens x = {wy, wa, ..., w,} to ensure
interpretability. SHAP computes the marginal contribution of each
token w; within x to the model output f(x), where f : X — [0,1]
and whereby assesses each token’s impact on the decision P(y =
1| x) > 0.5, indicating whether the probability of the positive
class exceeds 0.5 based on f(x) [66]. A BERT-based tokenizer was
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API FN/FP | Rate ToxiGen Tokens Rate HateXplain Tokens
Amazon FN 51.9% steel, waiting, brave, play, psychology 20% source, history, corner, welcome, think
FP 7.2% dumb, asshole, homosexuality, caucasian, rites | 44.2%  coward, uts, porn, penis, rats
OpenAl FN 33.2% lucky, between, send, health, natural 8.9% words, penguin, phobia, text, international
P FP 5.6%  gay, kill, chinese, muslim, christians 41.1%  ded, traitor, n*gger, n*gga, jews
Goosle FN 35.5% lucky, chapter, playing, character, openend 4% cat, feminine, asian, girls, illo
g FP 39.1%  weapon, mormon, drunk, hindu, bullying 76.8%  tax, christians, gay, slut, raped
Microsoft FN 63.9% ist, ple, unce, health, episode 10.3%  ro, st, lings, bathroom, ists
FP 16.4%  dumb, crap, child, breast, holy 61.2%  bitch, gay, loser, violence, arabic

Perspective N
P FP 1.2%

75.4%  sau, lucky, define, protect, greatest
terrorist, n*gger, queer, black, are

20.6%  salute, rights, statistics, door, season
42.3%  gay, fucked, loser, coward, balls

Table 4: ToxiGen (left) and HateXplain (right) five most contributing Global SHAP Values for False Positives (FP) and False
Negatives (FN) per APIL For example, identity tokens like gay and jews contribute to OpenAl misclassifying non-hate speech as
hate speech (FP), while positive words like lucky and health contribute to misclassifying hate speech as non-hate speech (FN).

used to retrieve the tokens for each misclassified sentence. Shapley
values were calculated through model-agnostic SHAP by using a
“[MASK]” token as a perturbation.

We conduct separate analyzes for FP and FN due to the differ-
ent handling of Shapley values. The process results in a SHAP
dataset that includes local explanations, which are the Shapley
values (s;) for each token w; within x for each sentence x; in the
aforementioned data. Further, we compute global explanations [65]
by clustering via DBSCAN similar tokens via cosine similarity
with a threshold of 0.9, averaging SHAP values within each cluster.
This is done to obtain average results for words such as “women,”
“woman,” and “female” This yields a sorted list of token clusters,
providing global explanations per API for both false positives and
false negatives across the datasets. These tokens can give us an
explanation of which kind of tokens contribute most to the model’s
decisions.

To provide a comprehensive analysis addressing RQ3, we ex-
tended the global SHAP analysis with a qualitative evaluation of
model failures. Local explanations were visualized for interpre-
tation (see Figure 4) and qualitatively assessed by reviewing the
corresponding sentences.

In Section 2.4, we examined potential functional failures of off-
the-shelf models, focusing on over-moderation (false positives, FPs)
and under-moderation (false negatives, FNs). These failures are
rooted in the linguistic and contrastive non-hate variations outlined
in Section 2.1. We developed a codebook deductively, drawing on
related work that identified specific model failures in off-the-shelf
models. The codebooks for over-moderation and under-moderation
are presented in Tables 14 and 15, respectively. Additional codes,
such as “HATE” and “UNSURE” for FPs, and “NO HATE” and “UN-
SURE” for FNs, were included to capture disagreements with dataset
labels or uncertainty in coding.

The conceptualization of hate speech from Section 2.1 was ap-
plied to code sentences, and model failures were analyzed based
on SHAP value visualizations. SHAP values were used to interpret
model decisions and guide coding. For example, if a SHAP value
indicated that a negation (e.g., “not”) contributed significantly to

the model’s decision to classify a sentence as a FN, this was cate-
gorized as Negation-FN. Another example involves SOS bias: if
only the target group identifier in a sentence was highlighted as
contributing to the model’s classification of hate speech (red), but
the sentence was otherwise neutral and classified as a FP, this was
categorized as SOS bias.

We randomly sampled 5% of FPs and FNs from ToxiGen and
HateXplain datasets, stratified across datasets, resulting in a total of
928 FPs and 1086 FNs for coding. The stratification ensured that the
varying proportions of FPs and FNs across datasets were reflected
in the data. The coding process was conducted collaboratively by
the first and fourth authors. Initially, 10% of the samples were coded
together to discuss potential issues and refine the codebook. Subse-
quently, in a second round, an additional 10% of the samples were
double-coded independently. Disagreements were reconciled by
consensus, focusing on clarifying the definitions of codes, deter-
mining when to classify a sentence as “UNSURE,” and standardizing
the use of SHAP values to guide decisions. In the third round, an-
other 10% of samples were coded independently, discussed, and
compared, resulting in substantial agreement (k = 0.61 for FPs and
k = 0.59 for FNs). To compute Cohen’s Kappa [17], entries coded
as “UNSURE” by one coder were excluded from the analysis but
not from the discussion. The remaining 70% of the samples were
coded independently by the two authors, with 35% coded by the
first author and 35% by the fourth author.

5.3.2  Results. Table 4 shows the results of the global SHAP analy-
sis. The five most contributing word token clusters are ordered from
left to right and assigned to each API’s FN and FP for both datasets.
What we can observe across APIs is that for FPs of ToxiGen, words
like gay, jews, hindu, disabled, and homosexual are among the most
contributing tokens to the misclassifying non-hate speech as hate
speech. These tokens fall under the category of identity tokens
(see Dixon et al. [23]), meaning tokens signifying the identity of
marginalized groups.

Additionally, we find tokens like israeli, chinese, mohammed, and
mentally that are not identity tokens but are spuriously correlated
to these identities. This tendency is even stronger when more token
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Over-Moderation (False Positives)

Category AMZ GPT GOO MIC PER
Counter-speech 9% 6% 9% 1% 9%
Dialects 7% 1% 1% 6% 5%
Descriptive-FP 16% 12% [35% 9% 16%
OM profanity 2% 3% 4% 3% 6%
Negation-FP 0% 0% 0% 2% 5%
Non-protected 4% 5% 2% 9% 2%
OM slurs 16% 13% 5% 16% 23%
Re-appropriation 6% 10% 0% 4% 0%
SOS 20% 15% 18% 27% 6%
Unsure 10% 13% 17% 9% 11%
Hate 3% 10% 3% 2% 13%
>, Codes 206 358 191 81 92

Under-Moderation (False Negatives)

Category AMZ GPT GOO MIC PER
Counter-speech-FN 0% 0% 4% 0% 0%
Descriptive-FN 21%  15% 19% 22% 20%
Implicit hate 23% 19% 24% 28% 24%
Negation-FN 4% 4% 2% 4% 2%
Paraphrased target 15% 12% 8% 9% 8%
Positive Term 4% 6% 9% 8% 8%
Spelling variations 0% 2% 0% 3% 2%
Unsure 13% 18% 18% 12% 12%
No hate 12% 12% 11% 7% 11%
>, Codes 226 312 220 181 147

Table 5: Results of the qualitative evaluation of the SHAP explanations (Experiment 3) are summarized here. The operational-
izations of the applied codes are detailed in Tables 14 and 15. The code “Unsure” indicates cases where a coder was uncertain
about whether a sentence is hateful, required additional context to make a decision, or could not determine why the model

over- or under-moderated.

clusters than five are evaluated. For instance, among the first 50
tokens, 26 are identity tokens for Google Natural Language APL

Similar to ToxiGen, we find that HateXplain tokens demonstrate
a tendency to rely on identity tokens to classify hate speech across
APIs. Words like jews, gays, and islam in the false positive clusters
signify this reliance.

Words such as n*gga are also included in the FP clusters, reflect-
ing a broader issue with over-moderation. A closer examination of
over-classified sentences containing terms like n*gga, trans, queer,
or d*ke demonstrates the API’s disproportional over-moderation
of re-appropriation and counter-speech of APIs. This aligns with
findings from our qualitative evaluation of failures, summarized in
Table 5, highlighting similar challenges.

For FP, we observe in Table 5 that descriptive statements, neutral
statements containing identity tokens (SOS bias), counter-speech,
and re-appropriation are among the most over-moderated cate-
gories. These patterns are consistent across APIs, with the Perspec-
tive API demonstrating fewer issues with descriptive sentences
and SOS bias. In contrast, Google and Microsoft models notably
struggle with over-moderating descriptive and neutral sentences
containing identity tokens.

We provide example sentences of descriptive statements with
local SHAP values in Figures 4a for Amazon Comprehend and in
Figure 4d for Microsoft Moderators. Notably, these sentences were
misclassified as hate speech across all models except the Perspective
API. Furthermore, Figure 4e illustrates issues with OpenAI Mod-
eration in interpreting counter-speech, while Figure 4f highlights
Amazon Comprehend’s challenges in handling re-claimed slurs.

For FN, the tokens leading to misclassification as non-hate speech
are semantically ambiguous or challenging to interpret. This is
expected, as hate speech in the ToxiGen dataset is often implicit

and lacks specific trigger words. The classifiers focus on recurring
positive words like lucky, health, strong, brave, and respect. Here, the
APIs seem to have paid too much attention to positive words and
failed to understand the implicit message of the sentence, which
underlines our analysis in Experiment 5.1.

FNs in HateXplain primarily include general words, with the
exception of terms like asian, latin, and girl. The positive conno-
tations attached to latin and asian in Microsoft and Perspective
APIs aligns with Experiment 5.2, where both showed favorable bias
toward these groups in real data.

Accordingly, from the qualitative evaluation of FNs using local
SHAP sentences, we find that implicit hate speech and the use of
positive terms account for approximately 20% and 10% of under-
moderations, respectively. Examples of such cases are provided in
the Appendix. Trigger warning: The examples in the Appendix
contain potentially offensive and upsetting language, including
racist remarks. They are included solely to illustrate the findings of
this research and do not reflect the views of the authors. Figures 5i,
5k, and 5g display implicit hate speech examples, while Figure 5¢
highlights cases where positive terms influenced predictions.

Additionally, Table 5 highlights that all models exhibit challenges
in handling implicit hate speech and descriptive statements. When
combined with the FNRs in Table 2, it becomes evident that Perspec-
tive API and Microsoft Moderators perform the worst in handling
implicit hate speech. In contrast, spelling variations and negations
appear to present fewer challenges for the APIs.

Another noteworthy observation is the difficulty commercial
systems face with the paraphrasing of identity tokens. For instance,
Figure 5j and Figure 5g illustrate instances where models fail to
classify hate speech when the target group is referenced using novel
identity terms that the systems do not recognize. This issue was
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the most religious group in

the United States , with nearly a third of Americans

reporting un fa vor able views of them , according
to the Pew Research Center

(a) FP, SOS Bias and Descriptive Statement: Amazon Comprehend on
ToxiGen

latinos are NOT less intelligent than americans

(c) FP, Negation-FP: Microsoft Moderators on ToxiGen

say

a and laugh it off bc they

they have dark humour then
just call
have

(e) FP, Counter-speech: Amazon Comprehend on HateXplain

there is evidence to widely held

belief that lesbians and [Ny

men are more prone to

mental illness than the rest of the population

(b) FP, SOS Bias and Negation Amazon Comprehend on ToxiGen

so much in the media talks about us as a

minded group on E

(d) FP, Descriptive statement: Microsoft Moderators for sentence
from ToxiGen

single

that that panic shocked did not

call us

(f) FP, Re-claimed slurs: OpenAI Moderation API on HateXplain

energy i am

Figure 4: FP examples: SHAP value visualizations for examples from the ToxiGen and HateXplain datasets using Amazon
Comprehend and OpenAl. Red indicates a strong contribution to deciding hate speech; blue indicates a strong contribution to

deciding non-hate speech.

particularly evident with Amazon Comprehend, which failed to
identify paraphrased tokens such as k*ke or m*zrat in over 15% of
all FNs.

Overall, our findings indicate that the APIs rely disproportion-
ately on the presence of identity tokens to classify hate speech, often
leading to over-moderation. Conversely, in instances where identity
tokens are absent — such as implicit hate speech or paraphrased
forms of identity tokens — the APIs face significant challenges in
achieving accurate classification.

6 Discussion

In this paper, we created an audit framework to evaluate black-box
content moderation APIs. With this framework, we audited five
widely used content moderation APIs. We focused on the compar-
ative performance of selected APIs across different target groups
(RQ1), the over- and under-moderations of APIs (RQ2), and the
reasons for failures (RQ3). Most importantly, we find that content
moderation APIs heavily rely on group identity terms (RQ3). As a
result, APIs under-moderate implicit hate speech, which uses codi-
fied messages without identity terms, especially against LGBTQIA+
and people with disabilities. Simultaneously, there is a tendency
to over-moderate re-appropriation, counter-speech, dialects and
descriptive content containing identity terms such as Blacks, Jews,
Gays, and Muslims.

In the following, we will discuss important findings of over- and
under-moderations that developers need to verify and address. Fur-
thermore, we discuss API model transparency, transparency about
the API model limitations, and guidance on implementation and
application. Subsequently, we give design and research recommen-
dations based on our findings and emphasize on the importance of
independent black-box audits and their challenges.

6.1 Over- and Under-moderations

First, a clear and concerning pattern is the tendency of all modera-
tion services to over-moderate speech related to certain marginal-
ized groups, notably Black, LGBTQIA+, Muslim, Jewish, and par-
ticularly, the subgroup Gay within the LGBTQIA+ umbrella. This
over-moderation is especially surprising given the well-established
nature of these biases, as demonstrated in prior research that we
presented with off-the-shelf NLP systems. Experiments 2 and 3
further confirmed that commercial APIs are disproportionately
prone to making misclassifications based on identity tokens and
over-moderating counter-speech and re-appropriation. Specifically,
our experiments revealed that words like Gay, Lesbian, Homosex-
ual, as well as Jew, Islam, and Muslim, frequently contribute to
misclassifications, resulting in inflated FPRs for these groups.

This bias is particularly prominent in groups such as Gay, where
the mean Counterfactual Token Fairness Score is -0.24, compared
to -0.05 for the broader LGBTQ+ label. It seems that sentences
containing terms like Gay in training datasets are overwhelmingly
labeled as hate speech, a pattern that is reproduced across services.
While such biases are well-known, it is surprising that developers
apparently have not taken corrective measures to mitigate these
effects. Similar concerns apply to the groups Muslim and Jewish,
where these biases are also entrenched, with spurious correlations
to identity tokens such as Israeli exacerbating over-moderation.
The issue is even present in descriptive statements, as the local
SHAP explanations are are demonstrating.

The issue extends beyond simple identity tokens. As indicated by
the SHAP values, APIs frequently over-moderate content involving
terms that, upon closer inspection, involve reappropriation, counter-
speech, or are examples of AAE, as seen with terms like n*gger and
others like d ke, trans, and queer. These patterns of over-moderation
not only suppress legitimate and even empowering speech but also
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reflect a failure to account for the nuanced ways marginalized
groups engage with and reclaim harmful language.

Moreover, the severe over-moderation of descriptive comments
by Google Text Moderation is particularly alarming. Despite ro-
bust testing across multiple configurations, this service exhibits a
consistently high FPR, especially for groups such as Disability and
Jewish, with an FPR reaching 99% for ToxiGen. While this might be
a deliberate design choice to prioritize caution, particularly in sce-
narios involving human moderation, this approach could fail with
automation bias, where human moderators are prone to overly
trusting algorithmic recommendations [49]. In fully automated
deployments, such over-moderation could lead to unjust content
removal, warranting a recalibration of Google’s moderation system.
We strongly oppose the use of automated deployments without
safeguards and urge Google to recalibrate its content moderation
model.

Systematic under-moderation is another significant issue, par-
ticularly for groups such as Disability, Asian, and Latinx. These
groups frequently receive inadequate protection from hate speech,
as reflected in high FNRs. Our findings align with previous work
on off-the-shelf models suggesting that hate speech targeting these
groups is underrepresented in training datasets, resulting in their
comparatively lower detection rates [33]. For instance, the Latinx
and Asian groups showed a positive bias in CTF scores, supporting
the theory that toxic examples targeting these communities are
insufficiently represented during model training. As a result, hate
speech against these groups often slips through undetected.

Additionally, implicit hate speech, which tends to be more sub-
tle and context-dependent, remains a persistent challenge across
all services. The high FNRs on ToxiGen and SBIC highlight this
struggle and was confirmed by the qualitative evaluation of SHAP
explanations. This is particularly the case for Perspective API and
Microsoft Moderators that show most problems with implicit hate
speech with high FNR for these datasets and in qualitative eval-
uations. As previous research suggests, this issue arises from the
lack of comprehensive implicit hate speech datasets available for
training purposes [40]. Thus, linguistic variations such as implicit
hate speech and contrastive non-hate speech are difficult to detect
across commercial systems. The conducted global SHAP analysis
and qualitative evaluations further demonstrated that these mod-
els disproportionately rely on identity tokens to flag hate speech,
which undermines their ability to differentiate between harmful
and benign content involving these groups.

6.2 Transparency of Capabilities, User Trust,
and Application Guidance

These findings are particularly concerning when APIs exhibit both
over- and under-moderation alongside limited transparency regard-
ing these behaviors and the capabilities of the APIs themselves.
As outlined in Table 6 , categorized by model card categories [64],
most content moderation API services provide minimal information
about their underlying models, training algorithms, or fairness eval-
uations, leaving deployers without sufficient insights to properly
assess the suitability and reliability of these systems.

Transparency and guidance on the implementation of ML sys-
tems can significantly enhance user trust [50]. While documenta-
tion is available for all APIs as demonstrated in Table 6, information
such as the model used, version updates, and detailed descriptions
of the models’ operationalization of hate speech are missing for
Amazon Comprehend, Microsoft Azure Content Moderators, and
OpenAlI Moderation. This lack of transparency can lead to signifi-
cant challenges for deployers trying to evaluate the appropriateness
of a model for their specific use case and to implement it in their
organizational processes. Equally concerning is the limited disclo-
sure of the models’ boundaries and limitations. As we observed
in the over- and under-moderation tendencies, the models exhibit
specific weaknesses, such as over-moderation of certain identity
tokens (e.g., Gay, Jew, Muslim) and under-moderation of groups like
Latinx and Asian. However, API developers have not sufficiently
documented these capability limitations. We showed that Models
often fail to detect implicit hate speech or nuanced content, such
as satire or counter-speech, and there is no transparency regarding
the model’s ability to handle these more complex forms of hate
speech.

Platforms may be reluctant to disclose moderation mechanisms
for fear of revealing trade secrets or aiding future moderation eva-
sion, as Schafner et al. [93] points out. However, there is a working
counter-example to that. Perspective API stands out in terms of
providing more insights about its training data origin, tutorials,
threshold-setting, and performance metrics. As Rieder and Skop
[85] describes, Perspective provides a notable level of transparency
that allows researchers, users, and deployers to evaluate potential
biases or blind spots within the system. This is achieved through
access to some example evaluation data, model cards and tutori-
als though limitations persist, particularly regarding the lack of
transparency about datasets used for training, open-source codes,
versions and regular updates of the API, explanation of evaluation
data.

Jigsaw’s model cards for Perspective report AUC scores of 0.97 to
0.99 on a hold-out test set. This performance aligns with our results
on Civil Comments, a dataset also published by Jigsaw. However,
the AUC scores across the other three datasets differ significantly,
particularly for implicit hate speech. This underscores the impor-
tance of evaluating models on multiple datasets that capture diverse
conceptualizations of hate speech. Furthermore, it highlights the
need for transparent reporting of evaluation procedures to ensure
reproducibility and prevent data leakage in benchmarks, which can
lead to overly optimistic results [47].

Google Natural Language API, however, disclaims that “The con-
fidence scores are only predictions. You should not depend on the
scores for reliability or accuracy. Google is not responsible for inter-
preting or using these scores for business decisions”. It highlights a
lack of accountability for applying the models in practice [16]. This
absence of responsibility leaves users without the necessary guid-
ance on properly deploying and interpreting the models’ outputs.
It places the burden entirely on the user to assess the model’s per-
formance and reliability without providing the tools or frameworks
to do so effectively. Similarly, OpenAl only gives limited guidance
on how to implement its content moderation API The phrase “For
higher accuracy, try splitting long pieces of text into smaller chunks
each less than 2,000 characters”, although giving some guidance
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on implementation, demonstrates the API’s limitations when it
comes to the sociotechnical complexity of the task. There is no ex-
planation on how a deployer should handle cases where one chunk
of text might be flagged as hate speech while another might not.
More specific use cases and best practice examples are essential to
minimize the risks of over- and under-moderation.

6.3 Design and Research Recommendations

We argue, alongside Schafner et al. [93], that increased transparency
in moderation strategies is vital for building user trust in content
moderation. However, we go further in demanding that there must
be increased guidance on the implementation of content moderation
APIs, as well as greater transparency through tools like model cards.
This should include clear decision-making criteria and openness
about the APIs’ limitations and capabilities to ensure responsible
and effective deployment to build users’ trust.

Systematic over- and under-moderations can cause users to leave
the platform and reduce counter-speech. That said, we also acknowl-
edge the inherent tensions in balancing transparency with the need
to protect the integrity of content moderation and safety. Nonethe-
less, shedding more light on how content moderation APIs work
will ultimately enhance accountability and fairness in Al-driven
content moderation.

In line with our findings, such as the high FPRs for explicit
hate speech datasets as well as general FPRs for Google Natural
Language API, deployers and users need clear guidance on when
and where these models are prone to failure. The most proactive
step API developers could take is to provide better guidance for
users. For example, deployers should be informed if a model was
trained on explicit forms of hate speech but not on implicit forms,
so that they can take necessary precautions. Currently, Perspective
API offers some guidance on intended use and user groups, as
well as detailed recommendations on how to interpret the model’s
outputs, such as the distinction between a score of 0.7 versus 0.9
for toxicity. However, most other services leave users in the dark
about how to properly implement and interpret the models’ results.

Threshold setting, in particular, is an area where more detailed
guidance is necessary. As seen in Table 6, while Perspective API pro-
vides some guidance, other services place the responsibility entirely
on the deployers. The danger of this approach lies in misinterpreta-
tions and improper use, especially in contexts where automation
bias can lead to over-reliance on model outputs. Human moderators
may default to the model’s recommendations, even if they are prone
to over-moderation [79]. Providing detailed tutorials, thresholds
for specific use cases, and warnings about the model’s limitations
would improve fairness, accountability and, subsequently, user trust
in content moderation systems. An important question that arises
is whether these services should be held liable when purchased
for commercial use, particularly when they result in systematic
misclassifications without transparent mechanisms or guidance for
proper deployment.

Future research on ML-based hate speech detection should re-
search if over- and under-moderation can be prevented by giving
models more context. While datasets like SBIC include categories

like target-group and implied statements, our analysis on misclassi-
fications suggests that context could improve classification. Incor-
porating sender features [67], contextual information [82], and/or
both [73] has shown to improve moderation performance. This
should include the sender, receiver, target-group, and situational
details like the topic of the forum or blog post in response.

6.4 Independent and Black-box Audits

This paper introduces a reproducible framework for independent
black-box audits. While content moderation APIs like Perspec-
tive API offer the potential for cooperative responsibility, as noted
by Rieder and Skop [85], the increasing centralization of content
moderation infrastructure by dominant platforms presents signifi-
cant risks [37]. Smaller organizations, dependent on these cloud-
based APIs, may become vulnerable to shifts in corporate priorities.
A decline in public communication around Jigsaw communicated
by Rieder and Skop [85] and the limited transparency in how these
systems operate underlines the importance of independent audits
to maintain accountability and fairness in Al-driven content mod-
eration.

However, conducting such black-box audits still requires access
to these systems, which presents its challenges. As researchers
must pay for API access, systematic evaluations of ML systems
become financially inaccessible for many research communities
and civil society organizations [8, 84]. This financial barrier limits
the ability to perform large-scale or comprehensive audits, particu-
larly for those without substantial funding. Thus, future research
must prioritize developing query-efficient approaches for auditing -
minimizing costs while providing sufficient evidence of potentially
problematic behavior. Active auditing methods [104], which evalu-
ate high-evidence samples and compare them with expert analyses,
offer a promising approach.

Recent political developments, such as the EU Digital Services
Act (DSA), signal a shift towards supporting systematic third-party
audits. Article 40(4) of the DSA grants vetted researchers the right
to access data from Very Large Online Platforms (VLOPs) to in-
vestigate systemic risks [29, 39]. However, despite this promising
development, content moderation services like Google’s Perspec-
tive API, which are provided by external entities or spin-offs such
as Jigsaw, remain outside the scope of these regulations [1]. While
Google, as a Very Large Online Platform, is legally obliged to pro-
vide data access for auditing, Jigsaw is not currently subject to the
same obligations [28].

This regulatory gap highlights the continued importance of third-
party audits in maintaining accountability. Even without full white-
box access to the inner workings of these systems, black-box audits
are essential to ensuring transparency and accountability in content
moderation. Future efforts must focus on developing methods that
allow researchers to scrutinize these algorithms.

6.5 Limitations and Future Work

Our audit approach was primarily constrained by black-box access,
meaning we lacked insight into the internal workings of the models,
such as access to model weights, gradients, or detailed documen-
tation. This limitation hindered our ability to thoroughly analyze
where and why specific moderation failures occurred.
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Additionally, API costs posed a significant challenge, restricting
the number of queries we could perform. Future research should
explore more cost-effective strategies for sampling that can still pro-
vide meaningful insights into over- and under-moderation, thereby
maximizing evidence while minimizing resource usage. At the same
time, there is a pressing need for increased transparency and access.
API deployers and regulators should consider providing white-box
or gray-box access to researchers, allowing for a more sophisticated
analysis of model failures and biases [15].

Our audit framework, however, was designed to maximize com-
parability across APIs, target groups, and linguistic variations while
minimizing resource usage. The only exception was the use of
SHAP, which required a larger number of queries due to its compu-
tational complexity.

Another limitation involves the issue of ground truth and the an-
notation of datasets, which inevitably influence what is considered
hate speech and what is not. Although we mitigated this by only
using samples in which at least three annotators agreed on the label,
this does not completely resolve the problem. We caution against
overinterpreting results based solely on ground truth data [92].
However, our approach to using four diverse benchmark datasets
aimed to reduce the dependence on any single conceptualization of
hate speech, ensuring that our findings reflect a broad spectrum of
hate speech definitions and linguistic variations.

Additionally, ToxiGen, a partially synthetically created and la-
belled dataset, comes with certain limitations [40]. These include
the potential introduction of biases, which we observed during
our qualitative evaluation, where there were higher rates of un-
sure or contrary opinions compared to its gold labels. Nonetheless,
ToxiGen remains valuable for studying implicit hate speech due
to its scale and the inclusion of many sentences without identity
tokens. Importantly, we used four datasets for evaluation, includ-
ing one real-world dataset, specifically for qualitative assessments,
and found similar patterns in the distribution of codings for model
failures.

It is important to note that the results of our audit represent
a snapshot in time, which may change if the underlying systems
are modified. We observed particular weaknesses in models when
faced with novel identity tokens, underscoring the importance of
our audit framework. This framework enables repeated audits, en-
hancing the temporal validity of the insights gained [71]. However,
this requires transparency from model developers regarding the
versions and updates of their APIs. Future research should aim to
conduct longitudinal comparisons across different versions of these
systems—a direction for which our analyses have established an
initial benchmark.

Future research should explore several important areas that our
current study could not fully address. One critical direction is the
need for intersectional analysis. While we evaluated moderation
across various marginalized groups, an intersectional approach
would allow for a more nuanced understanding of how multiple,
overlapping identities (e.g., race and gender) affect the likelihood of
over- or under-moderation. Furthermore, our study was limited to
English-language content, but there is a clear need for future work
to evaluate content moderation systems across multiple languages,
especially as hate speech can manifest differently across cultures
and linguistic contexts.

Additionally, sample size was a constraint in our analysis due to
the high costs associated with API queries. Future research should
seek cost-effective methods to perform large-scale audits that re-
main robust while using fewer resources. While our focus was on
text-based content moderation, future studies should investigate
the performance of image, video, and speech moderation APIs, as
these modalities are increasingly critical in online platforms but
may present different challenges.

7 Conclusion

This study introduced a robust audit framework designed to evalu-
ate black-box content moderation systems across five widely-used
commercial APIs. By analyzing 5 million queries sourced from
four benchmark datasets, we uncovered significant reliance on
group identity terms, such as "Black”, to predict hate speech. Al-
though OpenAI Content Moderation and Amazon Comprehend
performed slightly better, all providers exhibited clear tendencies
to under-moderate implicit hate speech, particularly for groups
like LGBTQIA+, where codified messages without explicit identity
terms often went unnoticed. At the same time, over-moderation
was prevalent in explicit content targeting Blacks, Jews, Muslims,
and LGBTQIA+.

In light of these findings, it is important that content modera-
tion providers recalibrate their models to address both over- and
under-moderation issues. This recalibration process should actively
involve marginalized communities and NGOs, including continuous
communication and collaboration to align moderation strategies
with the lived experiences of those most affected. Companies should
also test their models against the specific biases identified in our
findings and ensure these systems can fairly moderate content for
all groups.

Additionally, content moderation providers should provide clear
implementation guidance and transparency regarding their models’
capabilities, particularly in relation to their limitations when moder-
ating linguistic variations or implicit hate speech. Improved access
to model internals - such as weights, gradients, and comprehensive
documentation — would also empower researchers, civil society
organizations, and journalists to conduct more sophisticated evalua-
tions, helping to uncover and mitigate over- and under-moderations.
These recommendations should be considered by policymakers and
regulatory bodies to improve accountability and fairness in ML-
driven content moderation.

Our findings showed that applying ML without sufficient trans-
parency and oversights can lead to additional challenges for his-
torically marginalized groups. We hope that our audit approach
empowers practitioners, researchers, and civic hackers to mitigate
these adverse effects.
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Lost in Moderation: How Commercial Content Moderation APIs Over- and Under-Moderate

A Appendix
A.1 Model Overview Documentations

Criteria Natural Amazon Content Moderation API Perspective API

Language API Comprehend Moderators

Model Details
Developer Google Amazon Microsoft OpenAl Jigsaw (Google)
Azure
Documentation avail- | v/ v v v v
able
Model Date 28.08.2023 X X 01.03.2023 X
Model Version PalLM 2 X X X X
API Version v2 2017-11-27 v1.0 text-moderation- vlalphal
001

Model Type Fine-tuned language  Proprietary  Proprietary = Proprietary modera- Multilingual BERT-based

Model NLP model =~ NLP model  tion model models
Information about | X X X X Training Data origin dis-
Training Algorithms, cussed and model perfor-
Fairness Evaluations, mans provided
Parameters
Operationalization of | Definitions of sub- X X X The likelihood that a

Hate Speech

categories given, no
further explanations

reader interprets the
comment provided in the
request as embodying the

specified attribute.

Intended Use and Usage Guidance/Tutorials

Primary intended use | X X b X Provides specific intended
uses
Primary intended | X X X Provided Inteded usecases linked to
users inteded users
Information how to | x X X Proprietary modera- Currently working in in-
embed the Model tion model cluding context
Guidance on how to | Defined and tested X X No guidance, but it ~ Give guidance
choose tresholds by the user, Google is mentioned that
refuses to take re- thresholds have to
sponsibility be carefully selected
Tutorials for imple- | X X X v v
mentation
Factors and Metrics
Relevant Factors and | X X X X v
Evaluation Factors
Model performance | X X X v v
measures
Ethical Considerations, Caveats and Recommendations
Ethical  considera- | X X X X v
tions
Caveats X X X X v
Recomendations Difference between X X X Difference between prob-
probability and ability and severity is ex-
severity is  ex- plained ("score of 0.9 is
plained. not necessarily more toxic

than a comment with a
TOXICITY score of 0.7")

Table 6: Transparency comparison of commercial content moderation API services with a focus on model card categories by
Mitchell et al. [64]
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A.2 Content Moderation API Configurations

OpenAIl Microsoft Amazon Google Perspective
Harassment Sexually explicit or adult Profanity Death, Harm & Tragedy Threat
Harassment threatening ~ Sexually suggestive or mature  Hate speech Toxic Insult

Hate Offensive Insult Insult Toxicity

Hate threatening Profanity Graphic Health Identity attack
Self harm Harassment or abuse ~ Violent Severe toxicity
Self harm instructions Sexual Illicit drugs Profanity

Self harm intent Violence or threat Finance

Sexual Profanity

Sexual minors Firearms & weapons

Violence Religion & belief

Violence graphic Legal

Self-harm Public safety

Sexual/minors Politics

Hate threatening Derogatory

Violence graphic Sexual

Self-harm intent War & conflict

Table 7: Hate Speech Sub-category Configurations across APIs.

A.3  Audit Sample Size

Group H ToxiGen ‘ Civil Comments ‘ HateXplain

H N Avg. Words ‘ N Avg. Words ‘ N Avg. Words

Aggregate 7,846 18 50,000 48 50,000 19
Asian 654 17 284 70 1,666 20
Black 360 22 4,230 74 10,126 19
Disability 882 17 1,048 58 898 19
Female 202 16 6,170 72 16,722 19
Jewish 400 20 714 72 898 20
Latinx 470 17 130 63 1,260 20
LGBTQIA+ 480 21 2,674 70 484 19
Muslim 820 18 3,978 67 2,730 19

Table 8: Descriptive statistics across ToxiGen, Civil Comments and HateXplain: Sample size and average number of words in a
sentence, at the aggregate level and by marginalized group. All datasets are balanced on toxic and non-toxic speech, both at the
aggregate and the group-level.
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Group ‘ ‘ Synthetic (Dixon et al. [23]) ‘ Non-Synthetic (HateXplain)

H N Share Toxic ~Avg. Words ‘ N Share Toxic ~ Avg. Words

Aggregate || 25,738 0.5 5 9,190 0.85 20
Asian 1,514 0.5 5 122 0.63 19
Black 1,514 0.5 5 1,053 0.71 20
Disability 0 0 0 31 0.45 22
Female 1,514 0.5 5 2,294 0.71 21
Jewish 1,514 0.5 5 953 0.89 20
Latinx 4,542 0.5 5 45 0.76 18
LGBTQIA+ || 13,626 0.5 5 552 0.76 19.7
Muslim 1,514 0.5 5 4,140 0.97 20

Table 9: Descriptive statistics of datasets for Perturbation Sensitivity Analysis, reporting sample size, share of toxic statements
and average words per sentence. The Identity Phrase Templates from Dixon et al. [23] were synthetically created for the purpose
of Perturbation Sensitivity Analysis, while the non-synthetic dataset is derived from HateXplain. The Identity Phrase Templates
contains 1,514 unique sentences which are repeated for all their tokens for marginalized identities. Among the groups defined
for the purpose of this project, some map onto several tokens from Dixon et al. [23], resulting in sample sizes in excess of 1,514.
While the synthetic dataset was designed to be balanced in terms of toxicity and contains very short sentences, the real dataset
is skewed towards toxic speech and is made up of comparable longer phrases.

A.4 Pertubation Sensitivity Analysis with Counterfactual Fairness Tokens and Performance Overview

Marginalized Reference Toxicity Dominant Reference Toxicity PSA
Being Asian is fun 0.21 Being White is fun 0.33 0.12
Being Black is fun 0.31 Being White is fun 0.33 0.02
Being Female is fun 0.16 Being Male is fun 0.18 0.02
Being LGBTQIA+ is fun 0.31 Being Straight is fun 0.25 -0.06
Being Jewish is fun 0.40 Being Christian is fun 0.36 -0.04
Being Muslim is fun 0.42 Being Christian is fun 0.36 -0.06
Being Latinx is fun 0.24 Being White is fun 0.33 0.09

Table 10: In Perturbation Sensitivity Analysis, valid counterfactuals are constructed by solely exchanging marginalized and
corresponding dominant tokens in a sentence. Counterfactual Token Fairness scores are computed by taking the difference in
toxicity score, revealing any groups-specific biases. In this illustrative example, we report the mean toxicity score across all
moderation services. Negative Counterfactual Token Fairness scores indicate potentially negative biases associated with a
marginalized’s common identity tokens.
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Group Marginalized Dominant H Group Marginalized Dominant

asian asian white H black black white

disability disabled abled female woman man

disability disability ability female women men

disability disabilities abilities female female male

disability handicapped abled

jewish jewish christian latinx latino white man

jewish jew christian latinx latinos white men

jewish jews christians latinx latina white woman

jewish judaism christianity latinx latinas white women
latinx latinx white person

LGBTQIA+ lesbian straight muslim muslim christian

LGBTQIA+ lesbians straight women muslim muslims christians

LGBTQIA+ gay straight muslim islam christianity

LGBTQIA+ gays straight men muslim arabic christian

LGBTQIA+ bi straight

LGBTQIA+ bisexual straight

LGBTQIA+ trans straight

LGBTQIA+ transexual straight

LGBTQIA+ queer straight

LGBTQIA+ Igbt straight

LGBTQIA+ LGBTQIA+ straight

LGBTQIA+ homosexual heterosexual

Table 11: 34 marginalized token across eight marginalized groups are employed in Perturbation Sensitivity Analysis. Per
marginalized token we identified the substantively and semantically appropriate dominant token to construct valid counterfac-

tuals.

Group Marginalized Reference Dominant Reference
LGBTQIA+  Being gay is great Being straight is great
Latinx AKki is a filthy latino AKki is a filthy white
Black Dishad is a dumb black Dishad is a dumb white
Muslim you are a shitty muslim you are a shitty christian
Female destroy all women destroy all men

Table 12: Synthetic data examples for Perturbation Sensitivity Analysis, based on the Identity Phrase Templates from Dixon et al.
[23]. Semantically, these are very stripped down and short. Per sentence we create a valid counterfactual by solely exchanging

the marginalized token for the appropriate dominant token.
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Group Marginalized Reference Dominant Reference

Muslim oh well actually this town has large amounts of muslim  oh well actually this town has large amounts of chrisitan
immigration the muslim world is ripping the christians ~ immigration the christian world is ripping the christians
of af of af

Asian so we went from owning a mud asian lady to her having so we went from owning a mud white lady to her having
to go back to where she came from to go back to where she came from

Female Immediately following a presentation by three women Immediately following a presentation by three men okay
okay sure they made up the next show sure they made up the next show

LGBTQIA+  youre a transsexual lol get over yourself youre a straight lol get over yourself

Jewish the same way jews run the government they want to the same way christians run the government they want

control the masses and impose their cultural values

to control the masses and impose their cultural values

Table 13: Non-synthetic data examples for Perturbation Sensitivity Analysis, based on HateXplain. While still relatively short,
this are on average longer than the synthetic examples and involve more contextual information. Per sentence we create a
valid counterfactual by solely exchanging the marginalized token for the appropriate dominant token.
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A.5 Qualitative SHAP Analysis Codes of Model Failures

Code Operationalization Source
CS: Counter speech The comment appears to criticize or oppose a hateful statement  [22, 87, 98]
made by someone else. This includes (1) Denouncements of hate
that quote it and (2) denouncements of hate that make direct refer-
ence to it
RE: Re-appropriation, reclaimed A discriminatory word or phrase is reclaimed and used by amember  [22, 87, 98]
slurs of the marginalized group in a non-hateful context. This includes
(1) Non-hateful homonyms of slurs and (2) Reclaimed slurs
0OS: Over-moderating slurs and pro- A slur or profanity is used in a non-hateful or exaggerated context  [87, 98]
fanity but is flagged as hate speech.
LS: Long Sentences Statements which are long, often involving multiple clauses and  [98]
sentences.
DA: Dialects The comment uses a dialect (e.g., African American English) that  [9, 89, 109]
is misclassified as hate speech.
SOS: Systematic Offensive Stereo- A marginalized group is mentioned in a neutral or informational  [25, 87, 109]
typing Bias context but is misinterpreted as hate speech.
NE: Negation Hate expressed using negated positive statement [87, 98]
NP: Abuse against non-protected The comment targets a group or individual that is not a protected  [87]
target target.
DE: Descriptive comment or Non- The comment describes hateful topics (e.g., political situations or  [87]
hate group identity events) without endorsing them. It may contain misinformation or
conspiracy theories but does not qualify as hate speech against a
protected group.
Table 14: Categories for coding false positive sentences
Code Operationalization Source

IMP: Implicit hate speech

The comment contains implicit hate speech, which is not
overtly expressed but still offensive. This includes (1) jokes
and sarcasm, (2)

[90, 99, 101, 102]

POS: Terms with positive sentiment

Statements which contain positive phrases and terms but still ~ [98]

express hate.

NE-FN: Negation

Non-hate expressed using negated hateful statement

(87, 98]

PAR: Paraphrased target

A novel way of describing or paraphrasing of a marginalized [51]

group or protected group is used, which the system fails to
detect as hateful.

DE-FN: Misread as description or
political statement

A hateful comment is misclassified as a neutral or descriptive  [87]

statement.

CS-FN: Misread as Counter speech

A comment that is flagged as non-hate and is detected as  [22]

counter speech but is hateful in its content.

SPELL: Spelling Variations

Swaps of adjacent characters, missing characters, missing [87]

word boundaries, added spaces between chars and leet speak
spellings

Table 15: Categories for coding false negative sentences
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Figure 5: FN examples: SHAP value visualizations for examples from the ToxiGen and HateXplain datasets. Red indicates a
strong contribution to deciding hate speech; blue indicates a strong contribution to deciding non-hate speech. For visualization,
we added some tokens together and averaged contribution of both.
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