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Abstract: Cryptomining malware can compromise system security, reduce hardware lifetime, and_cause significant
power consumption. Therefore, implementing cryptomining malware early detection/to stop its damage in time is
critical to system security. The existing dynamic analysis-based cryptomining malware early detection methods are
hard to balance the timeliness and accuracy of detection. To detect cryptomining malware accurately and timely, this
paper integrates a certain length of API (application programming interface) names, API operation categories and
DLLs (dynamic link libraries) called by cryptomining malware in the early stage of operation to more fully describe
its behavioral information in this stage, and proposes the AECD (API embedding based on category and DLL) em-
bedding and further proposes a cryptomining malware early. detection method based on"AECD embedding (CEDMA).

CEDMA uses the API sequence called by:software in the early stage of operation as‘the object of detection and uses
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AECD embedding and TextCNN (text convolutional neural network) to build a detection model to implement cryp-

tomining malware early detection. Experimental results show that when CEDMA takes the 3000 API sequence called

for the first time after the software runs as input, it can detect the known and unknown cryptomining malware samples

in the experiment with 98.21% and 96.76% accuracy values, respectively.
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A BRET L) K T AR [R5 4 2800 19 APT 22 [] 9 A 4B
JE o Fan fal e T W 2 #; 4E 19 NtQuery ValueKey il
NtOpenKeyEx , P # I J A= APLin] [ & 1) 4% 5% AH L&
40.754 1, M PHEEHRAE S n] & 2 5 1Y APLE i)
i £ A AL TR 310 0.842 1,

R3S TUI 2R A 9 DLL 3 AR 1154 1G-
DLL, R J5 FI X APLiE SCin) [a] i AL o APLiE SLix)
] 5 ARG APTERVEZR I R & 7 AT R BUF
SRR B DX G2 S A G AP A
KEVE, hn2.275 ik, 1G-DLL RE#S 1A 30 API X IX 4345
W B A R DTk BE . TR, AECD dilifx
A H5 G — 5 M8 FH 1G-DLL %} APYiE SCin] ] & 4T
PR, &l 3 s, AR 48 APLAY DLL /] DA 5 4%
DLL B i AR %, 1 1 3 F 4 I R FE 48 (1) DLL )7 1)
(HAK 5 APLF S AT 83T H 45 DLL B8 F AT %
e 1 & DLL 9 IG-DLL{H . 7E I 2l Bt , —
AKE R n B9 APLRE 1 FIT X Bz i DLL 751 1) 1G-DLL
B AT LA B 7] £ [w,00,, 000,00 w0, hi€ 1,2, 00,0 o 55
i A AP AR [a] & 0] (X, =w,Q, TH5EA5 5], X, BD
9 APTF S H s i 4> APTHY AECD il [i]

iR 4 DLL 9 1G-DLL{E th =X (1) 315475
F, Hrh, GR(X.DLL) %7~ DLL, B 1IG-DLL{H , X &
AUNZREE H X & REAR Hh %R 7R 45 DLL i ] i
FAE, HX) Fom X005 B, HX|DLL) 3 =48 H
DLL, W 8 FA 0 X AT RE AR 2r BT T X
M5 B . 45 X A kAR BE A 20 class,i=
1,2,k (A3 k2R 2, B X SRIZ00E RS R
PEFAEPIA2E5]) , B DLL, B8 AR FRAE X rp 3R s Ff
ARV A num (DLL)j=1,2,--,s , W H(X) F1 H(X|DLLs)
T DR IE R (2) L3I E AR Hidr, p(f) &

IR ¢ REEARTE X PRI L], plnum (DLL)) 37 DLL,
e 5 R Ry num (DLL,) FEATE X i) L f]
Xlnum (DLL,) #&7% X1 DLL, ({18 FA 3% K num (DLL,)
MIREAS AL SR o

GR(X,DLL.)= H(X)- H(X|DLL,) (1)

HOO) == p(£ )b p(f) (2)
H(X|DLL,)= z plnum (DLL)H(X|num (DLL)) — (3)

i T 94 H 54> APLEY DLL A [# %2 , 7/£ CEDMA
{14 65 00 By Bt , AECD 1) itk AT 2243 A W A6 58 1% 1
BT X R APL 51 1 %) APT B HBRVE 28 51, 3 T I 25
B B B4 i) i A 25 SR B APTBILS M 4k 2 % d Y
APLIE Cin] ) i, YIZRFEAS rf 5 1 B APT DU B 555y
420 i, SR AR 4 R AR I APLIT 31 Hh 45 APT I
DLL VA K Y12k B Be it 55 45 DLL 1) IG-DLL, ¥ API
T SCiEl ) A AECD Al [l o 25 b, B¢l APT
G () B> APLHRBR S Ry — S 4E 5 Ry 2 x d 1) AECD i)
]
3.3 BORIIZE S

RN Gr— A AT LT RS RS
TR PR AR R T A A A U R R AR I
JIT ) 1 28 Sl s 2 ——— R PR SR RN 0 B SR 43 )
PRICA O FT 1. HE 0k o] LA B 2R 4 DD, ={(x,.y,),
(%072 y o,y )N L H Ty, e {0,1) &, TS
AFEAR Y AECD 1) [] 15 3R AE , m HFEA S

CEDMA i Ff| TextCNN 4 Z Kl A5% 7Y . TextCNN
#& CNN (convolutional neural networks ) T A 432
155 1 — AR AR FCaT LA — A wlie A~ — 4 i 3
7 1T 90 808 R BUR Al — 5 T, CEDMA i
TextCNN A L WAEED ][] H1 [ 2h $2 BURRAE I 5K
it 43 2 o5 — 7 T, TextCNN 5% % 25 #4) ) BA 2%
D N PER

CEDMA i F] 1Y) TextCNN £ 8 g A JZ2 | 45 1
JE ML A 2 A 2R A B RE AR
B 110 5% (L% APLF 51 APT$ 1 251 ) %1 it DLL
JF9)) 4k AECD ialia) fdi i o (B4 A A i3
Fric sk APLF B BN o, 1) [n] S 28 2 Ry 4, U 25
ARG R nx d R RE . #5554 APLI i) ] fiE 3%
TRONX S AR S TR SR A Rl i A RT3
AR (4):

Xiy=X0X,D-- DX, (4)

GBRUZ T LIR EAFE KD ERZ ., "ERE
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MIR/NH hxd b h ARG TR & B, BT T3
FEAE R 28 APTIR T B 8CRE | o FQF 0] 1] B RO 4R Z
BRI X, EmE ), i 5) T AR R
;o A w RRRE, b RRMEM, £ RRBIE R
B, Xy TR 0 SIS i+ h— 14> APTR] [ 12 A4 1
FRRELR:

¢;=f(w- Xy, +b) (5)

= (6) FrR , — A BURGE i 9 1) B Bl dmc 24 1]
PAFRAS n—h+ LA HRRIE(E

c=lepeymie, il (6)

WA JZE R U R A J7 s, B RS R ¢ AL
A (7)o

¢’ =max(c) (7)

A AR IS B R (R 280 42 % 42 2 1 DF 42, AT LA
RSB R, A p MBS E TR
IS EC [g] ) 4 e S22t 60 1o i A (8) I

z=[e/ ¢y e, ] (8)

e 2 KR s iy, s )
B, IR ER S BUIREAS S T2 280 AR

TE ARG A0 B, 4 2R B 1 157 A6 I 1 1) APT R 51
APIERMEZ I F 5 F DLL P9I AR iz ATl 5%, 4R
o 4 A NG I ASE AR L) S 2 R e R R AR I
B R

4 FHRER
4.1 AR BL S AR

FEAS )12 47 #7828 Windows 10 [ VMware Ji& )
#L , Intel i7 10700F CPU F1 4 GB P f7 . fii Ji API
Monitor WA AZITid 5% o A A AY Fir 7E = ALAY L
& AMD EPYC 7742 64-Core Processor, 1 TB N1%,
1 H A100-SXM4-40 GB, £ 1% ] Python 3.8 H-{#i F
keras 2.4.3 fll tensorflow-gpu 2.4.0 ESZ ¥l ., CEDMA
7E TextCNN AR S & 1 i B2 51 2.3 .4 510 4
B, M T4 ERE REIMAT —4
Dropout )22 , fiz J&7 & H sigmoid bR 55 i 4 25 HE 55
TextCNN A S HOBEE U 2721 %4 0.000 1 , Dropout
4 0.2,Epoch 4 20, Batch size & 32,

SR A AL 175 DMHEH BRI REAS R 700 4
RAEFRAFREA . 120 0% B A AEA R I T github 75
H | virusshare (https://virusshare.com) i 2 7E 28 = VD 4
(https://s.threatbook.cn) , malware traffic analysis (https://
malware- traffic- analysis.net) , LA J2 any.run (https://app.

any.run) o R PEEAFREARGIE I A BT A2 REE N
WA ESRG . BRI REAS R IR T & 3 1 B W
5360 A LB XK

HRAE 3.1 795 Tk (0 B WS 4 O i RN S
BAFFEALEE 4 45 APLF S (5 APLAA R L APLITE 1Y
FRAEZE I AN T APL DLL) |, 10 45> BLPE 40 e 4
145 APIF51 . N T 53E CEDMA Xt & %0 FR HIE
AR RE ), A SORIUR 19 AP 511400 434
27 FR B U SR AE A AN AE . e, BE B BE B
140 M50 W B AR 0 45 2 45 APLIF 5], FEBEHLEL 280
2 BRI APLIF S, 20 AL 75 560 45 AP 51 1Y
YIZRAE . 5 VLR 140 ME 5 M 725 850 R pl vk
AVNREERY 55 50 2 2 APLF 41, 55 BEML L £ 1) 280 4%
R AP 51 I [ 41 A 7 560 2% APTIT 41 ()]
REE 1o Z B AEIN AR ok th B 9 35 A 420
BEIRAE R4S 4 45 APTIF 51 RN 55 A1 140 45 KPR APT
791 41 84 2 280 45 APTF I (k42 2. R4 1
IR £E 2 43 5 7] LLPEA CEDMA Xt i% & T A [R)
T2 CPU | FH & BB £ 20 0 2 30 R 4
AR BE T

T JHh APLIF SIS S Bk
Table 7 Types and quantities of API

sequences in experiment

el YIgkte MERE 1T MERE2 Mg
INA BT 42 42 21 105
IR 5 TR 31 31 15 77
LA 16 16 8 40
SE AT 48 48 24 120
134 32 32 16 80
FE 4R AT 16 16 8 40
JE 7 5 5 4 14
T A 20 20 10 50
FoAM N 70 70 34 174
ERRQUINY U ki 280 280 140 700
0 E R APLTHIEL 280 280 140 700
APLT 51 B 560 560 280 1400

4.2 A bs

T X CEDMA FAG MR R #E AT DAl , AR SCfii
T A R R A T E AT AL AR o A4S ER
K (Accuracy) , ¥ 1 % (Precision ) , 7 [7] %% (Recall ) Fll
Flsscore(F1)",
4.3 LR

AT 45 T CEDMA 7RIS 1 AT IL4E 2 /Y
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Krmzs . 5548 ik 7 T CEDMA 78 A [F] API %1
KB LT RIZERNT L
4.3.1 ML 1 R &5 R

CEDMA 7£ AN [A] L {6 9 A i 285 2R 4n 3% 8 Fr
TNo 8N4 LAE{1 000, 2 000, 3 000} P HU(E B,
CEDMA F#6: I 45 LBt 5 L 03 K mi 7 (H &4 LE
{H 4 000 I W 25 SR T B . 20 b, X2 LTE
{1 000, 2 000, 3 000} N HLAE BT, b %5 LAER IR, KZ
BASH T A RIS H Wy B, 378 e 0 R) 04 7
THORMZ 94T R, H APUR S 57455 R4S
PRAEARDCH APLIZ WG 2 , 5 RAEAE APLT 51 X 5]
o T L=4 000 B, — 03450 W R AR 57 ) 445 3% 42
HB9AT K & 245 T, 15 APLF %1 th 5 3 617 R 4 OG
(1) APLLLGI T I, 5 RAE R AP 41 B AR ARLRE T i o

#£8 CEDMA {li A [n] LASAEDASE 1 F Ik &5 1
Table 8 Detection results of CEDMA on test set 1

with different values of L

L Accuracy Recall Precision F1
1 000 0.9750 0.9857 0.9650 0.9753
2 000 0.980 4 0.9857 0.9753 0.980 5
3000 0.982 1 0.9857 0.978 7 0.982 2
4000 0.9357 0.978 5 0.9013 0.938 3

ST AS ] 3 1] 2 % CEDM A K6 1000 45 5. 114 5% i
4 L=3 000 1) APLJF¥ 51| A4 B 1) Ji A= APLA] [n] &t , APT
5 SCiA] ] 2 A1 AECD 3] 1] 25 43 B/ A TextCNN [ i
AGTEDRAE 1 EA B AR 25 R K 9 s . 49
7R TextCNN fii F APT i SCin] [i] d 45 21 A K UG
AH E AR R A APLA] [] 5 A BT $2 Tt ; TextCNN ffi
AECD 1] [1] 5 3R 15 19 Accuracy 1 F1 (B WG {8 FH 55
AW A R] 1) SR A (R

#%9 CEDMA i H] A~ ] in] 1) it AE
MR Bl AG I 2% 5t
Table 9 Detection results of CEDMA on

test set 1 using different word vectors

1] [a] 1 Accuracy  Recall  Precision F1
JE A APLiA] [A] 0.958 9 0.960 7°.#0.957 37 10.9590
API i i) o] 09804 09857 09753  0.9804
AECD ][] i 0.982 1 09857 09787  0.9822

CEDMA 5 BUA BOR 2 7 3% B B4 I 5 1 £
M 1 B AR I 45 2R AN 10 BTz, Hevp SF- 2 4G

A0 A G 7 AR 1 A 5
Table 10 Detection results of different detection

methods on test set 1

Iy ik Accuracy Fl Y SRS B 1] /s
Berecz" 0.9500 09510 3.650 6
Karn" 0.941 1 0.941 8 60.582 9
CEDMB"” 0.966 1 0.966 3 2.118 1
CEDMA 0.9821 0.982 2 0.4937

R [B] A7 — A T % A I B AN TR A T 35 1) 1 34 B
WSS B[] ST A R AR TSR B 1) (A= SRR AIE 1] o T 75 1)
(] ) B2 S35 43 S sk [R] 0 A, —" AR TE LI

SCHR [8 1A 18 FH H: J7 32 () Bt WO 4 1 1], %o B S 56
O HB SR 15 oM 5 CEDMA M TR, SCRR[91 )7
TRAE S ) APL, 7E K DUORS B2 5 T, 4% 10 SR
CEDMA 7E 4L 1 3R 1531 Accuracy FI F1{EAL T
HoAth LR 74, X J& Ky CEDMA JIF ] i) AECD i) [i1]
BRSBTS B (APLZ FR  APTERAVEZE B A
FH APL) DLL) 22 T At JUFP 7732 i B 46 0 Ay 2 14
TFR15 B o FERTIN K B4 J7 1, CEDMA (1472 4
B PR A LR . X E 2 CEDMA LIAZ
1 0 T T s T DO 8% 3 i R FH P A B 1 APL) T
GG BRI G, s B 34T R R A s [) 2 T 55
AN JLFR 7, B AR B AECD ) 1] 4 i 7 s 1a) 20 LA K% e
JH TextCNN A LSS 4] (&7 577 A AR 5 19 3 288008
4.3.2 ML L 2 RS 2% L

CEDMA fEA[A] LA T 724 2 145 2] i kil
ZEIRNER 11 Frs . 24 LAE{1 000, 2.000, 3 000, 4 000}
IS, 2 11 %78 CEDMAYE L=3 000445 A A6
4E R AE , H Accuracy FILF1 205124 96.76%H196.77% .,

411 CEDMA A ] LAGAEMIL 552 v Al &5
Table 11 Detection results of CEDMA

on test set 2 with different values.of L

L Accuracy Recall Precision F1
1 000 0.9214 0.907 1 0.933 8 0.920 3
2 000 0.928 6 0.928 6 0.928 6 0.928 6
3 000 0.967.6 0.964 3 0.971 2 0.967 7
4 000 0.907'1 0.864 3 0.9453 0.903 0

# L=3000 1) APLFF 4 A= B = Fis] 1] £ AF R
TextCNN % A, 7E MR 2 145 21 i R ) 25 S 4n &
120078 . 3 12 78 TextCNN {ifi Ff AECD i) 7] 3545
) Accuracy 1 F1EEXS H ) = Ffia] ) & op de
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412 CEDMA i JII A [w] isl 1) 4 A
WA A 2 F G 4%
Table 12 Detection results of CEDMA on

test set 2 using different word vectors

i) 1) H Accuracy  Recall  Precision F1
JFUE APTA] [f] £ 0.9464 09071 09845 0.9442
API 1 Ui ] i 0.9500  0.9500 0.9500  0.9500
AECD ][] i 09676 09643 09712  0.9677

F 1345 T CEDMA 5343 5020 % B A
W7 EAE AL 2 bR 258 . 3% 13 /R CEDMA
TEMEE 2 FA5 301 Accuracy Al F1{E G T HAh JLFH
Jik i B R D B b e b, X B
HoAth JLAHJ5 B2 AH [, CEDMA Jit FH i AECD i) Jf7] 2 fill
BT NG B 2, s AT R R 4L 1 [R)
FIVERAE 1] 52 A= IS ) 2 R d5e 2

13 AR gy AR A 2 B R 2%
Table 13 Detection results of different detection

methods on test set 2

WIR7S Accuracy Fl V- R ARG I B[] /s
Berecz" 0.921 4 09185 2.669 8
Karn" 0.907 1 0.905 1 60.415 2
CEDMB"” 0.946 4 0.945 1 2.1109
CEDMA 0.967 6 0.967 7 0.749 6

4.4 IS

%5 R SIS IE , CEDMA REGE L4207 3 25 3
84T R A T AT A 2D B AT R R G i v R R
FOME 1205 25 KR, AH L T8 H APLiA] 1]
i, {8 AECD in] ] 35t A By T4 B i 1 A DR B
FN0ME 13T L5 R R 55X A L,
CEDMA 75 A6 A5 B F01 K iR 7 T 34 B A 34, B 5
T2 B B A A

5 Hilih

AR SCER X Y 20 R R B ) APT %
PR BT B A B A BR A 0] L, 76 4250 0% RO A 1 By
BLHy APLIES R Rl & T API 44 B L APT /RS 50 1
FH AP () DLL L4 78 43 b 5 B T30 19 15 M 15 2
HEE T — ik A 7 ACED, It L s T 4%
W B B AN 7 2 CEDMA . SEEe 45 SR,
CEDMA H 4 BDP K 24 3 000 1) APL/F 51 Bl

Al 98.22% .96.77% 1Y F 1A K I 5035 42 v 2 %0
FARANAZT GO . A B AT A2 5%
RGN 775 , CEDMA T2 A6 I Bz I F v o 1 1
) ELA AR TEAE 0T 0 R R R ARG ) 45 ek L A
FAME o 65 22 TAE T, B 4k 22 258 2R T ] o oy A6 )
N T #EiR AR A0 B R
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